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Abstract

The Dolev{Yao model is a useful and well-known framework in which to analyzesecurity protocols.
However, it models the messagesof the protocol at a very high level and makes extremely strong
assumptionsabout the power of the adversary. The computational model of cryptography, on the
other hand, takesa much lower-level view of messagesand usesmuch weaker assumptions.

Despite the large di�erences between these two models, we have been able to show that there
exists a relationship betweenthem. Previous results of ours demonstrate that certain kinds of com-
putational cryptography can result in an equivalenceof sorts betweenthe formal and computational
adversary. Speci�cally:

� We gave an interpretation to the messagesof the Dolev{Yao model in terms of computational
cryptography,

� We de�ned a computational security condition, called weak Dolev-Yao non-malleability, that
translates the main assumptionsof the Dolev-Yao model into the computational setting, and

� We demonstrated that this condition is satis�ed by a standard de�nition of computational
encryption security called plaintext awareness.

In this work, we consider this result and strengthen it in four ways:

1. Firstly , we proposea stronger de�nition of Dolev-Yao non-malleability which ensuressecurity
against a more adaptive adversary.

2. Secondly, the de�nition of plaintext awarenessis consideredsuspect becauseit relies on a
trusted third party called the random oracle. Thus, we show that our new notion of Dolev-
Yao non-malleability is satis�ed by a weaker and lesstroublesomede�nition for computational
encryption called chosen-ciphertextsecurity .

3. Thirdly , we proposea new de�nition of plaintext-awarenessthat doesnot userandom oracles,
and an implementation. This implementation is conceptually simple, and reliesonly on general
assumptions. Speci�cally , it can be thought of as a `self-referential' variation on a well-known
encryption scheme.

4. Lastly, we show how the computational soundnessof the Dolev-Yao model can be maintained
even as it is extendedto include new operators. In particular, we show how the Di�e-Hellman
key-agreement schemeand the computational Di�e-Hellman assumption can be added to the
Dolev-Yao model in a computationally sound way.

Thesis Supervisor: Ron Rivest
Title: Professor,MIT
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Chapter 1

In tro duction

The area of formal cryptography has had two beginnings: the �rst came in 1978, when Needham

and Schroeder proposedthe �rst set of authentication protocols [53]. The secondbeginning came

seventeenyearslater, whenGavin Lowefound a 
a w in Needhamand Schroeder'spublic keyprotocol,

�xed the protocol, and|most importantly|pro vedthat the �xed protocol wascorrect [38, 39]. What

distinguished thesetwo beginningsfrom previous cryptographic e�orts was the level of abstraction:

the Needhamand Schroeder protocols were speci�ed in terms of abstract cryptographic operations

rather than speci�c cryptographic algorithms. Likewise,the 
a w found by Lowe did not rely upon

the properties of the cryptographic algorithms, and existed even in the abstracted system.

What are authentication protocols? There is no exact de�nition, but the examplesshare many

characteristics:

1. The protocols are sequencesof messagesbetweentwo or three parties,

2. The messagesutilize cryptographic algorithms to \secure" the contents in various ways,

3. The protocol as a whole is intended to perform one or both of two objectives:

� Authentication: over the courseof the protocol, oneof the parties should gain proof that

another particular party is also participating in the protocol, that they share common

views of the protocol, and that they agreeon the valuesused in the protocol.

� Secrecy: Someor all of the values agreedupon during the protocol should be unknown

to other observers.

Several real-world protocols conform to this de�nition: SSH [64], TLS [18], and Kerber os [33]

are the three most widely-known. Being real-world protocols, however, they are quite large and

complex. We will usea much simpler protocol from the literature to illustrate the de�nition.
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1.1 An Example Proto col

The Needham{Schroeder public key protocol can be described as a sequenceof three messages

betweentwo parties:

1. A ! B : fjA N1jgK B

2. B ! A : fjN1 N2jgK A

3. A ! B : fjN2jgK B

In this notation, A and B are namesor unique identi�ers of two parties. Principal A starts the

protocol, and hence has the role of initiator . Principal B responds to A's original message,and

hencehas the role of responder.1 A begins the protocol by sending the messagefjA N1jgK B
to B ,

where

� fjM jgK is an encryption of the plaintext M with the key K , and

� M 1 M 2 is the concatenation, or pairing, of messagesM 1 and M 2.

The value N1 is a nonce, a random value generatedfreshly by (in this case)A, and of su�cien t

length to make in�nitesimally small the chancesof its previoususeby any other party. N2 is a nonce

generatedby B , which it includes in the secondmessage.

The protocol assumesthe existenceof a (collision-free) mapping from namesto public keys; K i

is the public key belonging to the name i .2 Identit y is de�ned by knowledgeof secretkeys: Entit y

i is de�ned to be anyone who knows the secret key associated with K i . When interpreting these

protocols, however, it is usually assumedthat secretkeysare known by one|and only one|en tit y,

and never sharedor discovered through cryptanalysis.

1.2 Securit y Goals and Fla ws

The Needham{Schroeder public key protocol has both secrecyand authentication goals:

1. Secrecy: The two values N1 and N2 should only be known to A and B . More generally, the

noncesusedin the protocol should only be known to the two participants, and

2. Authentication: The initiator and responder should be authenticated to each other. Speci�-

cally:

1Though it is conceivable to have a proto col without analogous roles, they are always found in practice. Also, it
is not unusual for the initiator and responder to use the services of a trusted third part y called the server.

2 In practice, this mapping could be instan tiated by a PKI or similar mechanism. The situation for secret keys is
similar|a partial mapping from sets of names to keys is assumed|but the analysis typically is more complex.

6



� The initiator should know the identit y of the responder (i.e., that the responder knows

the appropriate secretkey) that the responder knows who the initiator is, and that they

agreeon the valuesof the noncesused,and

� The responder should know the identit y of the initiator, that the initiator knows who the

responder is, and that they agreeon the valuesof the noncesused.

However, the authentication conditions do not hold. In the attack that Lowe discovered, the

initiator (A) starts a run of the protocol with a malicious entit y (M ), who then pretends to be the

initiator (M (A)) to a third party (B ):

1. A ! M : fjA; N1 jgK M

2. M (A) ! B : fjA; N1jgK B

3. B ! M (A) : fjN1; N2jgK A

4. M ! A : fjN1; N2jgK A

5. A ! M : fjN2jgK M

6. M (A) ! B : fjN2jgK B

The entit y B is fooled by the above attack. From B 's perspective, the sequenceof messagesis

exactly what it would expect from a run with the initiator A. While the initiator A is engagedin a

run of the protocol, it thinks that the responder is not B but M . If, for example,A is an individual,

M is an on-line merchant, and B is A's bank, then when A runs the protocol with M in order to

place an order, M can masqueradeas A to her bank to empty her account.

Lowe's �x is to include the responder's name in the secondmessage,making it:

2. B ! A : fjB N1 N2jgK A

With this simple change,he provesthat the protocol satis�es the security goals|assuming that the

adversarydoesnot break or otherwisemanipulate encryptions (asidefrom decrypting them with the

appropriate key). The proof of correctnessinvolvestwo parts: he �rst provesthat any attack on a

large system(i.e., multiple honest parties) could be translated into an attack on the small systemof

just two parties. He then useda model checker, a standard tool in the formal methods communit y,

to exhaustively search the small system for vulnerabilities.

SinceLowe's�rst two papers, there hasbeena 
urry of interest in the areaof formal cryptography,

as this �eld came to be known. The use of model checkers has been expanded and re�ned [50],

theorem provers have beenshown to be of value [55], and more direct mathematical methods have

proved to be quite useful [63]. (See[43] for a recent survey of the �eld.) However, all thesemethods
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sharecommoncharacteristics, and hencecommonweaknesses.They all usemethods usethe Dolev-

Yao model [20], an extremely abstract and high-level framework that bears further and careful

examination.

1.3 The Dolev{Y ao Mo del

The Dolev-Yao model is an early and successfulmathematical framework in which to examine

cryptographic protocols.3 In this model, messagesare assumedto be elements of an algebra A of

values. There are two typesof atomic messages:

� Texts (T ) with two sub-types: identi�ers (public, predictable, denoted by M ) and random

nonces(private, unpredictable, denoted by R), and

� Keys (K) with two sub-types: public keys (KP ub ) and private keys (KP r iv )

Compound messagesare created by two deterministic operations:

� encrypt : KP ub � A ! A

� pair : A � A ! A

We write fjM jgK for enc(K ; M ) and M N for pair (M ; N ).4 We require that there be a bijection

inv : KP ub ! KP r iv

and by K � 1 we mean inv (K ) when K is a public key and inv � 1(K ) when K is a private key.

The model placesa strong assumption on the set of messages:

Assumption 1 The algebra A is free: every value has a unique representation.

That is, messagescan be thought of as being parse trees. This implies, among other things, that

there is no other way to produce the encryption fjM jgK than to encrypt the messageM with the

key K . (We discussthis and similar implications of this assumption in more depth later.)

There are two kinds of active parties in this model: honest participants and the adversary. The

honest participants follow the stepsof the protocol without deviation. They can engagein multiple

runs of the protocol simultaneously and with di�eren t parties. However, the network is assumed

to be completely under the control of the adversary, who can record, delete, replay, reroute, and

3There are actually several variations on the Dolev-Y ao model, each tailored to a speci�c tool or application. We
provide and discuss a generic example that uses only public-k ey encryption. There are other versions that use both
symmetric and asymmetric encryption, or simply symmetric, but we do not consider them here.

4When three or more terms are written together, such as M 1 M 2 M 3 , we assumethey are grouped to the left. That
is, M 1 M 2 M 3 = pair (pair (M 1 ; M 2); M 3).
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reorder messages.This is modeled by letting the adversary be the \central exchange" of the model:

all messagesare sent either from honest participant to adversary or vice-versa.

Assumption 2 Each execution of a protocol in the Dolev-Yao model is an alternating sequence of

messages(\queries," qi 2 A) from the adversary and messages(\r esponses," r i � A ) from honest

principals:

r0 q1 r1 q2 r2 : : : qn � 1 rn � 1 qn rn

(Here, r0 is a setting-speci�c adversary \initialization" that represents any additional information

the adversary could have learned due to the setting and environment.)

The sequenceusually contains more information than merely the messagecontents, such as the

intended or actual recipient, but we will ignore theseextra details in this work.

The model makesstrong assumptionsregarding the adversary. In particular, it is assumedthat

every query qi is derivable from the adversary's initial knowledgeand r 0, r1, r2. . . r i � 1. The initial

knowledgeof the adversary includes at least the following:

� the public keys (KP ub ),

� the private keysof subverted participants (KA dv � KP r iv ),

� the identi�ers of the principals (M ), and

� the noncesit itself generates(R A dv ) which are assumedto bedistinct from all noncesgenerated

by honest participants.

For a given messageM to be derivable from a set of messagesS it must be possibleto produce it

by applying the following operations a �nite number of times:

� decryption with known or learned private keys,

� encryption with public keys,

� pairing of two known elements, and

� separation of a \join" element into its component elements.

To combine these lists of adversary knowledgeand abilities:

De�nition 1 (Closure) The closureof S, written C[S], is the smallest subsetof A such that:

1. S � C[S],

2. M [ KP ub [ KA dv [ R A dv � C[S],

3. If fjM jgK 2 C[S] and K � 1 2 C[S], then M 2 C[S],
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4. If M 2 C[S] and K 2 C[S], then fjM jgK 2 C[S],

5. If M N 2 C[S], then M 2 C[S] and N 2 C[S], and

6. If M 2 C[S] and N 2 C[S], then M N 2 C[S].

It is the central assumption of the Dolev-Yao model that this closureoperation represents the limit

of the abilit y of the adversary to create new messages:

Assumption 3 If the Dolev-Yao adversaryknowsa set S of messages,it can produce only messages

in C[S].

Hence,in the Dolev-Yao model, it must be that qi 2 C[f r0; r1; : : : r i � 1g].

The model also makesan assumption regarding the honestparticipants, but it is quite weak and

applies equally to the adversary:

Assumption 4 During a protocol run, the participants (including the adversary) wil l see only mes-

sagesin the algebra A and wil l respond only with messagesin A .

The three assumptionsof the Dolev-Yao model|the freenessof the algebra, the limitations on

the adversary, and the restriction of messagesto the algebra|are alsoits weaknesses.It is clear that

these assumptionsgreatly simplify the task of protocol analysis. The techniques of the Dolev-Yao

model are easyto apply, and the task of protocol analysis in this model has been automated [61].

It is not clear, however, that these assumptionsare at all justi�ed, and this casts doubt onto any

method that usesthem. It is true that many attacks and 
a ws have beenfound even in the presence

of theseassumptions. However, if a method basedon thesehigh-level assumptions�nds no 
a ws in

a protocol, there still remains the possibility that someattack can be found when the adversary has

an additional, reasonable,abilit y.

1.4 The Computational Mo del

The assumptionsof the Dolev{Yao model seemespecially strong when comparedto those made by

alternate models. The other widely-acceptedmodel of encryption and cryptographic algorithms is

that of the �eld of computational cryptography, which is much lower-level and much lessabstract

than the Dolev-Yao model. It regardscryptography as a branch of complexity theory, and regards

cryptographic primitiv esasalgorithms that map bit-strings into bit-strings. Adversariesareregarded

ase�cien t algorithms, and security conditions arestated in terms of the probabilit y that an adversary

can perform a given calculation in the faceof an increasing\securit y parameter."

For example,in this framework encryption is not an abstract operation but a collection of e�cien t

algorithms. \E�cien t" in this setting means that the algorithm runs in probabilistic polynomial

time (PPT): polynomial-time in the security parameter and with accessto a sourceof random bits.
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Here, the security parameter indicates the amount of time the key-generationalgorithm can take to

produce a new (and random) key, and so corresponds roughly to the sizeof keys.

De�nition 2 (Public-Key Encryption) A public-keyencryption schemeis a triple of algorithms

(G; E; D)5:

� G : Parameter! PublicKey� PrivateKeyis the (randomized) key generation algorithm,

� E : String � PublicKey! Ciphertext is the (randomized) encryption algorithm, and

� D : String � PrivateKey! String [ f?g is the decryption algorithm, which we assumereturns

? wheneverthe input string is not a valid encryption under the corresponding public key.

It is required that for all values of the security parameter � 2 Parameter, all messagesm, and all

key-pairs (e; d)  G(1� ), D(E(m; e); d) = m.

Note that the key-generationalgorithm is randomized, as is the encryption algorithm. Hence, the

key-generationalgorithm producesa probabilit y distribution on keys,and the encryption algorithm

producesa probabilit y distribution on ciphertexts for each message/key pair. Also note that security

parameter � is given to the key generation algorithm G in unary (in the form 1� ) so that G can run

in time polynomial in � rather than in log(� ) (the number of bits required to represent the value

of � ). Without lossof generality, we assumethat for a given value of the security parameter � , the

key-generationand encryption algorithms use� bits of randomness.

Although the adversary of the computational model is much less limited than its Dolev-Yao

counterpart, it is not all-powerful. It can be any arbitrary algorithm, so long as it is e�cien t (PPT).

This allowsthe methodsof computational cryptography constrain the adversary, typically by proving

a reduction from an encryption scheme to someother problem. This reduction shows that if any

adversarycanbreak the security of the encryption scheme,it canbe modi�ed to e�cien tly solvesome

other particular problem. In particular, encryption schemescan be reducedto problems known (or,

as is more commonly the case,widely believed) to be harder than PPT. Thus, an encryption scheme

that reducesto theseproblems cannot be (or is unlikely to be) broken by any e�cien t adversary.

The most basicnotion of security for a public-key encryption schemeis that of semantic security .

In essence,this de�nition of security states that the adversary should be unable to distinguish an

encryption of messagem0 from an encryption of m1, even if the adversary can choose m0 and

m1 basedon the public key. More explicitly , the de�nition of semantic security concernsa game

5The helper sets are:

� Parameter = N ,

� PublicKey, PrivateKey and Ciphertext vary between key generation algorithms and implicitly depend on the
parameter, and

� String = f 0; 1g�
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Figure 1-1: The semantic security \game"

betweenthe adversary and a \tester" that consistsof a seriesof \exp eriments." This gameis shown

pictorially in Figure 1-1(where the adversary is shadedto emphasizethat it alonecanbean arbitrary

algorithm).

� First, the tester receivesthe security parameter � .

� The tester then honestly and randomly generatesa key pair (e; d) according to the security

parameter it was given and the key generation algorithm G.

� The adversary is given the public encryption key e by the tester and allowed to perform any

computation it likes.

� The adversary then givesthe tester any two messagesit likes(m0 and m1) of the samelength.

At this point, it then goesdormant but doesnot terminate or eraseits state.

� The tester 
ips a coin to produce a bit b, which will determine which of m0 and m1 will be

encrypted.

� The chosenmessagemb is encrypted to produce a ciphertext c.

� The tester givesto the adversary A all of the public information to date: the public key e, the

two messagesm0 and m1, and the ciphertext c.The adversary then resumescomputation on

the new input, but begins from the internal state it had when it went dormant. 6 It then can

6The equivalent, \standard" form of this de�nition has the adversary begin from the same initial state each time,
but the �rst invocation produces some state information s which is given to the second invocation. However, we will
adopt as a convention for this paper that the adversary keeps state between multiple invocations.
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perform any e�cien t computation it likes,but must produce a \guess" g.

The adversary \wins" the gameif it managedto guessthe value of b (i.e., if b = g). Clearly, a simple

adversary that makes a random guesscan win half the time. The de�nition of semantic security

requires that the advantageof the adversary|the degreeto which the adversary can do better than

a random guess|m ust becomevanishingly small very fast. In fact, the adversary's advantage must

shrink faster than any polynomial.

In the standard notation (which treats the tester as implicit):

De�nition 3 (Seman tic Securit y) A public-key encryption algorithm (G; E; D) is (one-pass)se-

mantically secure7 if:

8 PPT algorithms Mand A; 8 polynomials q; 8 su�ciently large � ;

Pr[ (e; d)  G(1� );

m0; m1; s  M(1� ; e);

b  f 0; 1g;

c  Ee(mb) :

A(1� ; e; m0; m1; s; c) = b ] � 1
2 + 1

q( � )

with the requirement that m0 and m1 are the samelength.

(Here, the notation \ 8 su�cien tly large � " means\ 9� 0 such that 8� � � 0." The notation

Pr [a1; a2; : : : an : P ]

means the probabilit y of predicate P being true after running experiments a1, a2. . . an in series.

Lastly, the notation x  D indicates that x is drawn from distribution D .)

Note that this de�nition does not specify the abilit y of the adversary to distinguish between

the two possibleencryptions (the adversary's \adv antage") at any particular value of the security

parameter, but only in the asymptotic case.In particular, it requiresthat the adversary'sadvantage

be negligible:

De�nition 4 (Negligible) A function f : N ! R is negligible in � if, for any polynomial q,

f (� ) � 1
q( � ) for all su�ciently large � . If f is negligible in � , we write f � neg(� ).

In practice, one proves that any given algorithm meets the relevant de�nition of security by

proving that if it did not, onecould solve someunderlying \hard" problem. That is, onemight show

7Technically , the de�nition given here is that for a di�eren t de�nition of security, usually called general message
(GM) security . However, GM security is well-known to be equivalent to semantic security, and it has a slightly more
convenient form for our purp oses.
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that an algorithm is a secureencryption schemeby assumingthat there exists an adversary A that

is able to break it. Then one would show that there exists another PPT algorithm that usesA as a

black-box to solve someunderlying hard problem.

For example, the decisional Di�e-Hel lman problem is one of the most widely-used intractable

problems in cryptography. In this problem, a family of cyclic groups f G� g� is �xed and indexed by

security parameter. Consider two experiments for a given adversary A and value of � :

Exp 1 The adversary is given � , G� , a generator g, and a value drawn from the distribution

D =
�

g; ga; gb; gab : a; b  jGj
	

:

The adversary A returns a single bit.

Exp 2 The adversary is given � , G� , a generator g, and a value drawn from the distribution

R =
�

g; ga ; gb; gz : a; b;z  jGj
	

:

Again, the adversary A returns a single bit.

The goal of the adversary is to return a di�eren t bit in experiment Exp 1 than in experiment Exp 2.

That is, the adversary is being asked to distinguish betweenthe actual Di�e-Hellman value gab and

a random group element gz . The advantage of the adversary in this caseis

Adv A;� = jPr [A returns 1 in Exp 1] � Pr [A returns 1 in Exp 2]j

It is widely believed that for certain families of groups, the decisionalDi�e-Hellman problem is hard.

That is, no adversary can maintain a non-negligible advantage as the security parameter grows:

8 PPT algorithms A; Adv A;� � neg(� )

Given this, one might implement a semantically-secure encryption schemein the following way:

� The key generation algorithm G, on input 1� , picks a  jG� j. The secret key is a and the

public key is (� ; g; ga).

� The encryption algorithm E takes in the public key (� ; g; ga) and messagem 2 G� . It then

picks a random b  jG� j and outputs the ciphertext (gb; m � gab).

� The decryption algorithm D, on ciphertext (gb; m�gab) and secretkey a, �rst calculates
�
gb

� a
=

gab, and then outputs the messagem � gab=gab = m.
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This is the ElGamal encryption scheme[21], which provably reducesto the decisionalDi�e-Hellman

problem. That is, if an adversary A can break the semantic security of this scheme, then another

adversary A0 can solve the decisionalDi�e-Hellman problem. The details of the proof are somewhat

technical, but the basic idea is this: Adversary A0 gets (g; ga; gb; h) as input and wants to know if

h is the Di�e-Hellman value gab or a random group element gz . To do this, it gives (� ; g; ga) to

A, who interprets it as a ElGamal public key. A then producestwo messagesm0 and m1 and gives

them to A0. Adversary A0 picks a random bit b randomly, and givesmb � h to A as the ciphertext.

If the input (g; ga ; gb; h) to A0 wasfrom distribution D , then the input to A is exactly asexpected

and Awill be able to tell that mb � h is the \encryption" of messagemb. Hence,Awill be able to guess

b with non-negligible probabilit y. If, on the other hand, the input (g; ga ; gb; h) is from distribution

R , then the ciphertext mb � h is completely independent of the messagesm0 and m1, and A will not

be able to guessb with probabilit y greater than 1=2. Thus, the behavior of A will di�er betweenthe

two types of input in a discernible way. The adversary A0 (who knows b) can use this di�erence in

the behavior of A to di�eren tiate betweeninput from D and input from R .

As can be seenfrom the above proof sketch, the proofs of this model are extremely sound and

speci�c. The above proof, for example, proves that no e�cien t algorithm can break the ElGamal

encryption schemesolong asonespeci�c computational problem remainsintractable. Similar proofs

exist for speci�c key-exchangeor authentication protocols. However, even the proof-sketch above is

somewhatcomplicated. The full proof is more complex yet, and proofs of protocols tend to be not

only complex but tedious as well. Furthermore, it is not at all clear that proof techniques like the

one above can be automated in any way. Presently , proofs in this model needto be `hand-crafted',

and it is di�cult to prove general theoremsthat apply to more than one schemeor protocol.

1.5 Com bining the Tw o

Given how thesetwo modelscomplement each other, it seemsan enticing goal to unify them in some

way to gain the bene�ts of both. While the computational model usesits low level of abstraction to

gain strong proofs, the Dolev-Yao model leveragesits high level of abstraction to provide intuitiv e

and simple proof methods. If the assumptionsof the Dolev-Yao model could be justi�ed in some

computational setting, then protocol designerscould usehigh-level methods to yield low-level proofs.

Much work hasalready beendonein this area,which we will review in depth in Chapter 5. Here,

however, we will mention oneparticular result of our own [30] that will motivate the work contained

in the remainder of this document. This result, building on earlier work [4], is an early attempt to

show an equivalencebetweenactive computational adversariesand active Dolev-Yao adversaries. In

particular, weshowed(albeit in a weakway) that su�cien tly strong computational cryptography can

prohibit the computational adversary from producing any messagethat could not also be produced
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by the Dolev-Yao adversary.

In particular, we formalize the intuition of Assumption 3 in the languageof computational cryp-

tography, using a seriesof intermediate attempts. Becauseof the importance of this formalization,

we reproduce it here:

Intuitiv ely, wewould like to say that it shouldbehard for the computational adversaryto produce

a single messageoutside the closureof its input. Informally:

A ttempt 1 An abstract encryption operator provides weak Dolev-Yao non-malleability8 if

8PPT adversariesA, 8S � A , 8M 2 (A n C[S])

Pr[N  A(S) : N = M ] � neg(� )

Here, Pr[A; B ; C : P] indicates the probabilit y of predicate P being true after running experiments

A, B and C in series. The notation x  D indicates x being drawn from distribution D . If D is

a set, the uniform distribution is used. If D is an algorithm, we use the distribution over output

induced by the distribution of the input and the distribution of D 's random coin 
ips.

Although this attempt contains the desired intuition, there are two small problems:

� It is unclear how a set S of Dolev-Yao messagescan be passedas input to a computational

adversary, or how a Dolev-Yao messageM can be produced as output.

� It is not clear how the probabilit y relates to the security parameter � .

The purposeof this sectionis to makethe abovede�nition meaningful. Our main tool for doing sowill

be a mapping from Dolev-Yao messagesto their computational analogues:probabilit y distributions

on bit-strings. The mapping we present hereis congruent to that given by Abadi and Rogaway [3, 4],

adapted to the public-key encryption setting.

The \encoding" of a formal messageM , written [[M ]]t� , is a probabilit y distribution that depends

on four things:

� The formal messageM ,

� The tape (t) which is an in�nite sequenceof bits. We assumefor conveniencethat we have

random accessto this tape, although this can be easily simulated using a standard tape and

somebook-keeping. In usage,we will assumethat the bits on this tape are random.

� The security parameter � .

� An arbitrary public-key encryption scheme(G; E; D).

8Original ly cal led \ide al" encryption in [30]. We use the more descriptive name given here to distinguish it from
the stronger notions we wil l consider in Section 1.8.
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De�nition 5 (Enco ding: messages) Let � 2 N be the security parameter. Let t 2 f 0; 1g! be a

random tape, partitioned into a length-� segment for each nonce and public key in A . Let (G; E; D) be

a public-key encryption scheme.Then for any M 2 A, the encoding of M , written [[M ]]t� , is de�ned

recursively as:

� If M 2 R is a nonce, then [[M ]]t� = h� M ; \nonce"i , where � M is the value of the tape partition

associated with M .

� If (M ; M � 1) is a public/private keypair, then [[M ]]t� = he; \pubkey"i and
��
M � 1

�� t
� = hd; \privkey" i

where (e; d) is the output of G(1� ; � M ). Note that we now explcitly require that the randomness

of the key-generation algorithm be the value � M from the tape.

� If M 2 M is an identi�er, then [[M ]]t� is mapped to h� (M ); \id" i where � is any (short)

e�ciently-c omputable functions from identi�ers to bit-string. That is, we do not care how

identi�ers are mapped to bit-strings so long as each identi�er is uniquely represented and it is

e�cient to compute the encoding of a given identi�er.

� If M = M 1 M 2, then [[M ]]t� is the mapping from pairs of distributions to distributions given by
D

[[M 1]]t� ; [[M 2]]t� ; \p air"
E

.

� If M = fjM 0jgK is an encryption, then [[M ]]t� is the mapping from pairs of distributions to

distributions given by
D

E
�

[[M 0]]t� ; [[K ]]t�
�

; [[K ]]t� ; \enc"
E

If S � A , then by [[S]]t� we mean
D

[[s1]]t� ; [[s2]]t� ; : : :
E

where s1, s2 are the elements of S in some

canonical order. By [[M ]]� we mean the distribution

n
t  f 0; 1g! ; m  [[M ]]t� : m

o
:

The bits on the tape are used to represent the coin 
ips used to make atomic elements, and we

will later enforce that the tape is �lled with random bits. Compound terms are made via either

bit-string concatenationor a computational encryption scheme. Note that the coin 
ips usedby the

encryption algorithm are not taken from the tape. Hence,[[fjM 0jgK ]]t� remains a distribution even if

t is �xed.

There are two properties of computational public-key encryption that our encoding mapping will

needto accommodate and will arise later.

� First, public-key encryption is not required to hide the key used to encrypt. We make this

possible leak of information explicit in the de�nition above by explicitly concatenating each

ciphertext with the encrypting key.

� Secondly, computational public-key encryption is not generally required to hide the length of

the plaintext. For this reason,we need to limit the amount of information about a plaintext
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that will be revealedby its length. We will assumethat the length of a messagedependsonly

on the message'sstructure, not any of its component values. More formally, let the type tree

of a formal messagebe the sameas its parsetree except that each leaf is replacedby its type.

We use the samenotation for type trees that we do for messages.Thus, the type tree of a

messagefjA N jgK (where A 2 M , N 2 R and K 2 KP ub ) is fjM RjgK P ub
. We assumethat

the length of a formal messageM depends only on TM , the type tree of M , and the security

parameter. This is not an unreasonableassumption. The above de�nition of the encoding

mapping implies that all noncesencode to the samelength. The assumption can be trivially

enforcedfor other type treesby padding out to somemaximal length. Thus, we will use
�
�
�[[M ]]t�

�
�
�

to designatethe unique length of encodings of M .

The encoding mapping allows formal messagesto be represented as bit-strings, which allows

formal messagesto be passedto and returned by the computational adversary. Furthermore, it

usesthe security parameter, showing how the probabilit y in Attempt 1 relates to � . Thus, we can

re-attempt to translate Assumption 3 into computational terms:

A ttempt 2 An encryption scheme(G; E; D) provides weak Dolev-Yao non-malleability if, when

used in [[�]]t� ,

8 PPT adversariesA; 8 S � A ; 8M 2 (A n C[S])

Pr[ t  f 0; 1g! ;

s  [[S [ KP ub [ KA dv [ R A dv [ M ]]t� ;

m  A(1� ; s) :

m 2 supp [[M ]]t� ] � neg(� )

Here, suppD meansthe support of distribution D . When the support of a distribution contains one

element, we will treat the distribution itself as a singleton set.

This de�nition is still problematic, however, for two technical reasons. First, the input to the

adversarymight be of in�nite length. The set S may be of in�nite length, or there may be an in�nite

number of elements in M , R A dv , KP ub and KA dv . If any of theseare the case,then the restriction of

the adversary to probabilistic polynomial-time is meaningless.No computational encryption scheme

would remain secureagainst an in�nite-time adversary. For this reason, we require that S be of

�nite size. The setsM , R A dv , KP ub and KA dv might still be in�nite, so instead of passingthem as

input we represent them via oracles:

� Mt
� (x) returns (the encoding of) the identi�er of the xth participant.

� Rt
� (x) returns the (encoding of) the xth nonce in R A dv ,

� PbKt
� (x) returns the public key of principal x, and

� PrKt
� (x) returns the private key of x of x 2

��
K � 1

�� t
� if K � 1 2 KA dv .
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The secondproblem is that our results rely upon a technical limitation: acyclicity of encryptions.

A set of encryptions is acyclic if, when K 1 encrypts K � 1
2 in someelement of S, and K 2 encrypts

K � 1
3 , and so on, this sequenceof keysencrypting keys never loops back on itself. More formally:

De�nition 6 (Acyclic) For an expressionM , construct a graph GM where the nodesare the pub-

lic/private key pairs used in the expression. We draw an edgefrom p1 ! p2 if in M the private key

K � 1
2 associated with pair p2 is encrypted with K 1, the public key associated with p1. The expression

M is acyclic if the graph GM is acyclic.

For example, the message
� ��K � 1

1

�
�	

K 2

� ��K � 1
2

�
�	

K 3

is acyclic, but the message
� ��K � 1

1

�
�	

K 2

� ��K � 1
2

�
�	

K 1

is not. Our results will only hold for acyclic setsS. However, protocols analyzed in the Dolev-Yao

model typically operate in one of three ways:

� Long-term keysare usedto encrypt sessionkeys, which themselvesnever encrypt other keys,

� The present sessionkey is usedto encrypt the next sessionkey, but never the previous, or

� Keys are never encrypted at all.

None of thesecaseswill produce cyclic encryptions.

Thus, we arrive at our �nal security condition:

De�nition 7 (Dolev-Y ao weak non-malleabilit y) An encryption scheme(G; E; D) providesweak

Dolev-Yao non-malleability if, when used in [[�]]t� ,

8 PPT adversariesA; 8 acyclic �nite S � A ; 8M 62C[S] ;

Pr[ t  f 0; 1g!

s  [[S]]t� ;

m  AMt
� ( � ) ;PbKt

� ( � ) ;PrKt
� ( � ) ;Rt

� ( � ) (1� ; s) :

m 2 supp [[M ]]t� ] � neg(� )

The main result of [30] is that this de�nition can be satis�ed by a standard de�nition of security

in the computational world: plaintext-aware cryptography.

1.6 Plain text-Aw are Encryption

Intuitiv ely, a public-key encryption schemeis plaintext-aware [10, 7] if it revealsnothing about the

plaintext to encryptions created by honest principals, but ensuresthat the adversary knows the
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Figure 1-2: The basic plaintext-awareness"game" (attempt)

plaintext to any ciphertext it creates. This intuition is represented by insisting that there exist an

\extractor" E that can produce the plaintext of all ciphertexts of adversarial origin. That is, the

extractor is going to play the following game(also shown in Figure 1-2):

� A key pair (e; d) is chosenhonestly and randomly according to the key-generationalgorithm

G.

� The adversary A is given e and allowed to perform any e�cien t computation. At the end, it

must produce a ciphertext c.

� The extractor E is given e and c, and must produce a candidate plaintext g.

The extractor \wins" if the guessg is also what would have been produced by decrypting c with

d. An encryption schemeis plaintext aware if there exists an extractor that can win against every

adversary (almost) all the time. If such an adversary exists, then the adversary must know (or

rather, be able to know by running the extractor) the plaintext to every ciphertext it creates.

To formalize (incorrectly) this intuition:

A ttempt 3 A public-key encryption algorithm (G; E; D) is plaintext-aware if it is semantically se-

cure and:
9 EP P T ; 8 PPT algorithms A;

Pr[ (e; d)  G(1� );

c  A(1� ; e);

g  E(1� ; d; c) :

g = D(c;d) ] � 1 � neg(� )

However, the abovede�nition is a contradiction. There cannot besuch an extractor for a semantically-

secureencryption scheme. If there were, then the adversary in De�nition 3 could simply use it to

decrypt and learn whether the challengeciphertext c contained messagem0 or m1 as a plaintext.
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Figure 1-3: The plaintext-awarenessgame(�nal)

However, all is not lost. The resolution of this di�cult y is to limit somehow the extractor

to ciphertext of the adversary's creation. To do this, we de�ne the extractor to use some extra

information that the adversary can provide about its own ciphertexts, but cannot also provide

about the ciphertexts of honest participants.

To accomplishthis, the encryption algorithm is rede�ned to usea random oracle O(�): an oracle

that provides a random mapping from inputs to bit-strings of su�cien t length. The adversary is

also given accessto this oracle, but the extractor is now given (as the additional information) all

the oracle queriesmade by the adversary (as shown in Figure 1-3:

De�nition 8 (Plain text-Aw are Encryption) An encryption scheme(GO; EO; DO) is plaintext-

aware if it is semantically secure and

9 EP P T ; 8 PPT algorithms A;

Pr[ (e; d)  G(1� );

c;Q  AO(�) (1� ; e);

g  E(1� ; e; c;Q) :

g = DO(�) (c;d) ] � 1 � neg(� )

where Q is a transcript of every query and responsecommunicated between A to O(�).

Giving the extractor accessto the adversary's oracle queriesin the above de�nition makesit signif-

icantly more powerful than the adversary in De�nition 3, which presumably doesnot seethe oracle

queries made by honest parties. Thus, the adversary can simply run the extractor to learn the

plaintexts of its own ciphertexts, but cannot run the extractor to decrypt the ciphertexts of honest

participants.
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1.7 Our Previous Results

Plaintext-aware encryption, it turns out, is su�cien tly strong to satisfy De�nition 7. As we showed

in [30]:

Theorem 1 A plaintext-aware encryption schemeprovidesweak Dolev-Yao non-malleability.

Thus, su�cien tly strong computational cryptography can enforcea connection between the formal

and computational worlds. However, Theorem 1|while being true|has a number of weaknesses:

� The formalization of the Dolev-Yao adversary in De�nition 7 is weak. Informally , it statesthat

the adversary cannot create a given messageM . That is, the abilit y of the adversary to hit

one particular target is small. However, the Dolev-Yao algebra is in�nite; one would instead

wish to know that the adversary has only negligible probabilit y of hitting any valid target.

� Plaintext-awareencryption requiresthe useof a random oracle,and hencehasbeenconsidered

somewhat suspect. The random oracle model was originally proposedas an abstraction for

such algorithms as SHA-1 [54] or HMA C [35]. The idea was to use the random oracle when

proving properties of higher-level schemes,but to replacethe external oraclewith internal calls

to these algorithms when creating the implementation. However, this does not seemfeasible

for two reasons:

1. Recent work [16, 29] indicates that this substitution may not be even possiblein general.

2. The random oracle is usedin the de�nition of plaintext awarenessto give the extractor a

\windo w" into the internal state of the adversary (as revealedthrough its queries). If the

external random oracle is replacedby an internal algorithm, then this window is closed.

Thus, it seemsthat plaintext awarenessrequires the useof an external oracle.

However, any plaintext-aware encryption schemethat usescommunication with an actual ora-

cle must be both ine�cien t and untrust worthy. It must be ine�cien t becauseboth encryption

and decryption require communication with the oracle, incurring an unacceptablecommunica-

tion overhead. It must alsobe untrust worthy becausethe schemeis secureonly if the adversary

doesnot learn the oraclequeries. Thus, a plaintext-aware encryption schemethat usesan ora-

cle is only secureif the oracle is honest and communication with it is con�dential|t wo strong

and untenable assumptions.

Hence, the use of the random oracle has prevented the notion of plaintext awarenessfrom

receiving widespreadacceptanceas a viable goal.

Thus, Theorem 1 shows only that a weak version of the Dolev-Yao assumptionscan be satis�ed by

a problematic de�nition of computational security.
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1.8 Results of This Thesis

In this work, we strengthen Theorem 1 in four ways.

� Firstly , we investigate stronger versionsof the Dolev-Yao assumptions,Assumption 3 in par-

ticular. While De�nition 7 �xes the target Dolev-Yao messageM , onecould considerstronger

de�nitions that do not. For example,onemight considera de�nition which stipulates that the

adversary cannot create a messageoutside the encoding, even if the adversary itself gets to

choosethe messageto be created. Stronger yet, one might want to show that no matter what

the adversary outputs, it will not be the encoding of any messageoutside the closure. We call

this intuition strong Dolev-Yao non-malleability:

A ttempt 4 An abstract encryption operator provides strong Dolev-Yao non-malleability if

8 APPT ; 8 �nite, acyclic S � A :

Pr[ t  f 0; 1g!

s  [[S]]t� ;

m  AMt
� ( � ) ;PbKt

� ( � ) ;PrKt
� ( � ) ;Rt

� ( � ) (1� ; s) :

9M 2 A n C[S] :m 2 supp [[M ]]t� ] � neg(� )

(This di�ers from De�nition 7 in that instead of being universally quanti�ed outside the prob-

abilit y, M is existentially quanti�ed in the predicate de�ning successfor the adversary.)

Unfortunately , the above property may not be realizable. As we note above, the Dolev-Yao

model is not necessarilyrestricted to �nite algebras. (It is for this reasonthat the adversary's

knowledgeof e.g.,R A dv wasrepresented via an oraclein De�nition 7.) If the Dolev-Yaoalgebra

contains an in�nite number of nonces,for example, then every bit-string of the appropriate

length will be the encoding of an in�nite number of nonces. Hence, the adversary could be

virtually ensuredof creating the encoding of somehonestparty's nonceby outputting a random

bit-string of noncelength.

The central core of this di�cult y is that Assumption 1 (unique representation of messages)

cannot hold even approximately when the Dolev-Yao algebra is in�nite but its computational

encoding must �t in a �nite space. We consider two possibleand mutually consistent resolu-

tions. The �rst and simpler resolution is to require the Dolev-Yao algebra to be �nite. The

secondpossibility is to somehow give each Dolev-Yao messagea unique representation in the

computational setting. We have explored thesepossibilities in depth and have produced from

them two realizable de�nitions of strong Dolev-Yao non-malleability (De�nitions 10 and 12 of

Section 2).
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� Theorem 1 shows that onenotion of security (weak Dolev-Yao non-malleability) is satis�ed by

another (plaintext awarenessof encryption). There are two ways in which such a statement can

be strengthened. First, one can strengthen the satis�ed notion, which we discussabove. The

secondis to weaken the satisfying notion, and it is imperative that this be donefor Theorem 1.

As we have previously mentioned, plaintext awarenessis rightfully consideredsuspect due to

its reliance on the random oracle. So long as Dolev-Yao non-malleability relies on plaintext

awareness,and hencethe random oracle, it will be consideredsuspect as well.

One of two things must be done. Either Dolev-Yao non-malleability must be shown to be

satis�ed by other de�nitions of encryption security, or plaintext awarenessmust be re-de�ned

in a way that doesnot usethe random oracle. In this work, we do both.

� First, we show that Dolev-Yao non-malleability can be satis�ed by a weaker, more generally-

accepted notion of encryption security called security against the chosen ciphertext attack

(De�nition 13). This notion has beenwidely studied [57, 52, 59] and there exist e�cien t im-

plementations [17]. We show that strong Dolev-Yao non-malleability|b oth the �nite-algebra

version(De�nition 10) and the in�nite-algebra version(De�nition 12)|are satis�ed by chosen-

ciphertext security (Theorem 5).

� We also proposeanother de�nition of plaintext awarenessthat does not rely on the random

oracle(Section 3.1.2). This de�nition repliesupon an alternate model of public-key encryption

in which both the senderand the receiver have public keys. Furthermore, both the senderand

the receiver must register their public keys with a trusted third party called the registration

authority. (This is not an unreasonablemodel. In practice, usersalready register their keys

with a certi�cation authorit y.)

Plaintext awarenessin this setting requires that the adversary must know (meaning that

an extractor can extract) the plaintext of any ciphertext it creates, so long as the nominal

sender'skeyshave beenregistered. That is, if a party P has registered their public keys with

the registration authorit y, then whenever the adversary createsa ciphertext ostensibly from P

it will alsoknow the plaintext. However, we require that our schemetolerate the corruption of

the trusted third party in that it remain chosen-ciphertext secureeven when the registration

authorit y is subverted by the adversary.

We explain this new model and de�nition at length in Section 3.1. We also provide an imple-

mentation for this new de�nition (Section 3.3) which is conceptually simple and relies only on

general assumptions. That is, it only assumesother standard cryptographic de�nitions and

doesnot rely upon particular intractabilit y assumptions. In fact, this schemecan be thought

of as a slight variant to the �rst known implementation of chosen-ciphertextsecurity [59].
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� Lastly, we begin to look beyond the standard Dolev-Yao model. As is typically presented,

the Dolev-Yao model contains only oneoperator which is cryptographic in nature: encryption.

There exist variants in the literature that contain operators for signaturesand hashing,aswell.

However, the most popular protocols in real-world practice are not captured by these,and will

not until the Dolev-Yaomodel is expandedto include the Di�e-Hellman key-agreement scheme.

However, this is moreeasilysaid than done. As opposedto encryption and signing, for example,

the Di�e-Hellman scheme is not an abstract de�nition but a speci�c number-theoretic algo-

rithm. The security of this schemedepends,in turn, upon a speci�c computational assumption.

The issuehereis not whether an establishedformal model canbe madecomputationally sound,

but how best to re
ect a computational assumption in a formal setting. The Di�e-Hellman

schemerelies upon a non-free operation, as opposedto the traditionally free Dolev-Yao alge-

bra. Also, it is not immediately clear what the powersof the formal adversary should be|an y

e�cien t computation is possible.

We consider theseissuesat length in Chapter 4. In particular, we formulate a reasonableway

to expressthe Di�e-Hellman scheme in the Dolev-Yao framework (De�nition 34). We also

consider the issuesof non-freenessthat are inevitably raised, and show how to represent the

opportunities they present to the adversary (De�nition 37).

We then show how the Di�e-Hellman assumption (which provides security to the similarly-

named key-agreement scheme) can be represented in the Dolev-Yao model. This property

(Condition DH, De�nition 40) is strong enoughto enableproofs in the Dolev-Yao model. We

also show that if there exists a Dolev-Yao execution that violates it, there exists an adversary

that can violate the (computational) Di�e-Hellman assumption.

However, this is not enoughto guaranteecomputational soundness.The adversarysoproduced

may not be e�cien t in its execution,and thus would not violate the Di�e-Hellman assumption.

This possibility results from the fact that protocols in the Dolev-Yao model do not a priori

need to be e�cien tly executable. Thus, the execution of the Dolev-Yao protocol may not be

e�cien tly executableeither.

We resolve this by considering only the sub-classof \silent" Dolev-Yao protocols (De�ni-

tion 41). In theseprotocols,honest participants do not usethe secretDi�e-Hellman valuesas

plaintexts, but only askeys. We show that theseprotocolsmust be e�cien tly executableif the

underlying cryptographic algorithms are su�cien tly strong. In fact, we use the samestrong

computational assumption that enabledTheorem 1: the random oracle. If the random oracle

exists, we show that condition DH is computationally sound for silent Dolev-Yao protocols.

(Just as the random oracle will be removed from Theorem 1 in Chapters 2 and 3.1, we will

consider in Section 5.3 possibleways by which it could be removed from this result also.)
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Chapter 2

Stronger Dolev-Y ao Prop erties

In this section, we strengthen the result of [30] in two important ways:

� Westrengthen the computational interpretation of the Dolev-Yaomodel beyond that contained

in De�nition 7. In particular, we propose two new notions of Dolev-Yao non-malleability.

Whereasweak Dolev-Yao non-malleability consideredthe probabilit y that the adversary can

createa given, �xed message,our new notions considerthe probabilit y that the adversary can

createany message.The �rst of thesenotions (�nite Dolev-Yao non-malleability )considersthe

casewherethe algebrahasa �nite number of elements, asonewould encounter in the setting or

a bounded number of participants engagingin a bounded number of protocol executions. The

secondnotion (in�nite Dolev-Yao non-malleability considersthe caseof an in�nite algebra,

and requires the adversary to not only produce a messagebut also to know which messageis

created.

� We show that our new de�nitions can be satis�ed by computational encryption strictly weaker

than plaintext-awareness.In particular, we show that both notions are satis�ed by encryption

secureagainst the chosen-ciphertextattack (also known as chosen-ciphertextsecurity ). This

de�nition of security is like that of semantic security, except that the adversary has (slightly

limited) accessto a decryption oracle. It doesnot usea trusted third party, and henceis not

susceptibleto the samecriticisms as plaintext-awareness.

The proof that chosen-ciphertextsecurity satis�es strong Dolev-Yao non-malleability will �rst

usean indistinguishabilit y lemmalike that of Abadi and Rogaway[4], which is mildly interesting

in its own right.
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2.1 New De�nitions

As mentioned above, the security property in De�nition 7 concernsonly the probabilit y that the

adversary can produce somegiven \bad" messageM . However, what does this tell us about the

abilit y of the adversary to produce some bad messageof its choice? The simplest approach to this

question is to use De�nition 7 and a union bound. Intuitiv ely (and in the style of Assumption 1)

the union bound tells us that:

Pr [A(S) producesan M 2 A n C[S]] �
X

M 2An C[S]

Pr [A(S) producesM ]

�
X

M 2An C[S]

�

= � jA n C[S]j

Even though De�nition 7 tells us that � is negligible, this is not enough to show that � jA n C[S]j

is also negligible. In particular, there are as yet no assumptions that limit the size of jA n C[S]j.

Consider, for example, the nonces. There is no requirement yet that the set of noncesR be �nite,

much lessa function of the security parameter. Thus, R nR A dv might be in�nite also,aswell as the

number of noncesin A n C[S].

One can seethe di�cult y in another way. Recall that the encoding of a nonceis chosenuniformly

from bit-strings of length � . If there are an in�nite number of nonces,then any bit-string of length

� is guaranteed to be the encoding of an in�nite number of them, including an in�nite number in

R nR A dv (if the tape t is chosenrandomly). Thus, by choosinga random string of the right length,

the adversary is guaranteed to produce the encoding of some\bad" nonce.

There are a number of ways around this di�cult y. First, we can simply restrict the set of nonces,

and other aspects of the algebra, to polynomial size. If the number of noncesis polynomial in the

security parameter, then a random bit-string will have only a negligible probabilit y of being the

valid encoding of a nonce. To formalize:

De�nition 9 Let A � be the smallest free algebra where atomic terms are of four types:

1. Names(M )

2. Nonces (R � )

3. Public keys(KP ub � ), and

4. Private keys(KP r iv � )

where R � , KP ub � , KP r iv � are all of size � , and compound terms are created via

� encrypt : KP ub � A ! A
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� pair : A � A ! A

Intuitiv ely, restricting ourselves to a �nite algebra such as this is not too onerousa restriction: it

might simply re
ect a bounded setting with a polynomial number of participants willing to engage

in the protocols a polynomial number of times.1 One might also expect that the number of names

be bounded by � for the samereason,or the size of compound messages.These other restrictions

might also follow from the bounded setting, but it turns out that we will not require them in our

proofs.

If we restrict ourselvesto this �nite algebra, we can strengthen our notion of Dolev-Yao security

in the natural way:

De�nition 10 A computational encryption scheme(G; E; D) provides strong �nite Dolev-Yao non-

malleabilit y if, when used in [[�]]t� :

8 APPT ; 8 �nite, acyclic S � A � :

Pr[ t  f 0; 1g!

s  [[S]]t� ;

m  AMt
� ( � ) ;PbKt

� ( � ) ;PrKt
� ( � ) ;Rt

� ( � ) (1� ; s) :

9M 2 A � n C[S] :m 2 supp [[M ]]t� ] � neg(� )

Another way to side-stepthe problem is to allow the algebra to remain in�nite, but to require

more from the adversary. We would like to ensure that a random guessis unlikely to be a valid

message.However, this seemsdi�cult. Solong asthe encoding algorithm mapsan in�nite number of

formal messagesto a �nite spaceof bit-strings, any element of that spacewill be the valid encoding of

some message.However, it seemsreasonableto require the adversary to not only create a message,

but to also know which messageit created.

To formalize this, we intro ducethe notion of a tag, which will serve to identify a messagewithout

revealing the valuesof its components:

De�nition 11 Let t (�) : A ! f 0; 1g� be the function where:

� For N 2 M , t (N ) = h\name" ; � (N )i , where � is the function used to encode names in the

encoding mapping,

� For N 2 R, t (N ) = h\nonce"; ln (N )i where ln (N ) produces a �nite machine-readable label

uniquely identifying the nonce N , where l(N ) is completely independent of the distribution

[[N ]]� .

� For K 2 KP ub , t (N ) = h\pubkey"; lk (N )i where lk (N ) producesa �nite machine-readablelabel

uniquely identifying the key K , where lk (K ) is completely independent of the distribution [[K ]]� .

1Purely computational approaches to proto col analysis often make exactly this assumption. See[9] for an example.
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� For K 2 KP r iv , t (N ) = h\privkey" ; lk (N )i where lk (N ) produces a �nite machine-readable

label uniquely identifying the key K , where lk (K ) is completely independent of the distribution

[[K ]]� .

� For the pair term M N , t (M N ) = h\p air" ; t(M ); t(N )i

� For the encryption term fjM jgK , t (fjM jgK ) = h\enc" ; t(M ); t(K )i

For example, the tag of the messagefjA Na jgK B
(the �rst messagein the Needham-Schroeder pro-

tocol) would be:

t
�
fjA Na jgK B

�
=

D
\enc" ;



\pair" h\name" ; � (A)i ; h\nonce" ; ln (Na)i

�
; h\k ey"; lk (K B )i

E

The tag of a messageprovides the message'sentire parse tree, except that the leaves are replaced

with identi�ers that do not reveal the true value of non-nameleaves. Therefore, a tag can serve as

an identi�er for a message,and the tags of two di�eren t messageswill show how they relate.

To use this in our Dolev-Yao security condition, we give the adversary a set S of messagesand

their tags. We require that the adversary not only produce a \bad" messageM , but indicate that

it knows which messageit produced by also producing M 's tag:

De�nition 12 A computational encryption scheme(G; E; D) providesstrong in�nite Dolev-Yaonon-

malleabilit y if, when used in [[�]]t� :

8 APPT ; 8 �nite, acyclic S � A :

Pr[ t  f 0; 1g!

s  [[S]]t� ;

m; �  AMt
� ( � ) ;PbKt

� ( � ) ;PrKt
� ( � ) ;Rt

� ( � ) (1� ; s; t (S)) :

9M 2 A n C[S] :� = t (M ) and m 2 supp [[M ]]t� ] � neg(� )

Here, the oraclesPbKt
� , PrKt

� and Rt
� return both a value and the appropriate tag.

As in Theorem 1, we will show that both of thesesecurity conditions|�nite and in�nite strong

Dolev-Yao non-malleability|can be satis�ed by su�cien tly strong computational cryptography

(Theorem 5). However, we here addressthe secondstrengthening of Theorem 1. Instead of using

plaintext-aware encryption, we will use the more commonly acceptedde�nition of security against

the chosen-ciphertextattack:

A computational public-key encryption scheme provides security against the chosen-ciphertext

attack2 (also written CCA-2 security in the notation of [7]) if no adversaryhasa chancesigni�can tly

2See [59], which builds on the work of [52]. Seealso [17] for a practical implementation. Technically , we give the
de�nition for indistinguishability under the chosen-ciphertext attack. However, since this is provably equivalent to all
other notions of security under the chosen-ciphertext attack, we will simply use the more generic term of \securit y."
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Figure 2-1: The chosen-ciphertextsecurity game

better than random of determining accurately whether a ciphertext c is the encryption of message

m0 or messagem1, even if:

� the adversary choosesm0 and m1 itself, after seeingthe given public key, and

� the adversary can accessa decryption oracle both before choosing the messagesand after

receiving the ciphertext in question. (The decryption oraclewill not decrypt c itself, however.)

That is, the chosen-ciphertextsecurity \game" is exactly like that of semantic security, except that

the adversary now also has almost-unlimited accessto a decryption oracle (as shown in Figure 2-1).

Chosen-ciphertextsecurity meansthat no adversary can win this gamewith probabilit y better than

a random guess:

De�nition 13 (Chosen-ciphertext securit y) A computational public-key encryption scheme
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(G; E; D) provides indistinguishabilit y under the chosen-ciphertextattack if

8 PPT adversariesA :

Pr[ (e; d)  G(1� );

m0; m1  AD1 ( � ) (e);

i  f 0; 1g;

c  E(m i ; e);

g  AD2 ( � ) (c) :

b = g ] � 1
2 + neg(� )

The oracle D1(x) returns D(x; d), and D2(x) returns D(x; d) if x 6= c and returns ? otherwise. The

adversary is assumed to keep state between the two invocations. It is required that m0 and m1 be of

the samelength.

In this chapter, we will show that both �nite and in�nite strong Dolev-Yao non-malleability can

be satis�ed by computational encryption satisfying chosen-ciphertext security. First, however, we

will prove a useful indistinguishabilit y lemma.

2.2 An Indistinguishabilit y Lemma

In this section,we considerthe indistinguishabilit y-basedde�nitions of Dolev-Yao security originally

derived by Abadi and Rogaway [3, 4]. Intuitiv ely, the de�nition of that paper describes when two

formal messagesshould \lo ok" the sameto the formal adversary. A formal adversary has the power

to make certain, limited deductions from formal messages;two given formal messagesshould \lo ok"

the same when all possible deductions that can be made about them yield the same results. In

particular, the formal adversaryof [3, 4] is assumedto be unable to distinguish betweentwo di�eren t

encryptions (unless it has the corresponding private key or keys). For example, if the adversary of

[3, 4] has no other information, the two messages

� �
�fjAjgK 2

B
�
�	

K 1
K � 1

1 and
� �� fjC D jgK 3

B
�
�	

K 1
K � 1

1

should be indistinguishable to it no matter what A, B , C and D are.

The fundamental result of Abadi and Rogaway is that if the encoding algorithm usessu�cien tly

strong computational encryption, then two messagesindistinguishable to the formal adversary will

encode to distributions indistinguishable to the computational adversary. Their result applies to

the caseof symmetric encryption, and we will here translate it to the caseof public-key encryption.

This translation will simultaneously strengthen and weaken the result. Indistinguishabilit y in the

public-key setting requires a stronger similarit y between messagesthan was necessaryin the case
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of symmetric encryption. However, our results will be able to tolerate the presenceof a previously-

absent strong decryption oracle.

Let T be a set of keys and supposethat the formal adversary can decrypt with regard to them.

Then we represent the information that such an adversary can deducefrom a formal messageby its

public-key pattern 3:

De�nition 14 (Public-k ey pattern) Let T � KP ub . We recursively de�ne the function p(M ; T)

to be:

� p(K ; T) = K if K 2 K

� p(A; T) = A if A 2 M

� p(N ; T) = N if N 2 R

� p(N1 N2; T ) = p(N1; T ) p(N2; T )

� p(fjM jgK ; T ) =

8
<

:

fjp(M ; T)jgK if K 2 T

hjTM ji K o.w. (where TM is the type tree of M )

Then pattern pk (M ; T), the public-key pattern of an expressionM relative to the set T , is

p(M ; KP ub \ C[f M g [ T ]):

If S � A is a set of messages,then pattern pk (S;T) is

hp(s1; C[S [ T ]); p(s2; C[S [ T ]); : : :i

where s1, s2, . . . are the elements of S is some canonical order. The base pattern of a message

M , denoted pattern pk (M ), is de�ned to be pattern pk (M ; ; ), and pattern pk (S) is de�ned to be

pattern pk (S; ; ).

The grammar/algebra for patterns is exactly that of messages,with the addition of a new kind

of leaf node: hjTM ji K (a \blob" of type-tree TM under key K ) which represents undecipherable

encryptions. Unlike the \blobs" of the symmetric-encryption patterns of [3, 4], these \blobs" are

labeled with K and TM . This is becausecomputational encryption schemesdo not necessarilyhide

either the encrypting key or the plaintext length.

For convenience,we de�ne a useful relationship betweentwo patterns:

De�nition 15 (Ingredien t) If M , M 0 are two patterns, then M is an ingredient of M 0, written

M v M 0, if the parse tree of M is a sub-tree of the parse tree of M 0.

3We will use \pattern" to indicate public-k ey pattern, as opposed to the stronger, symmetric-k ey de�nition of
\pattern" in [4].
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We note that sincemessagesare special forms of patterns, this relationship can be applied between

two messagesas well as between a messageand a pattern. We also note a relationship between a

messageand its pattern:

Theorem 2 If M , M 0 are messagesand M 0 v pattern pk (M ), then M 0 2 C[M ].

Pro of. Supposethat M 0 v pattern pk (M ). Consider the samepath from root to M 0 in the parse

tree of M . Along this path, if an interior node (not itself M 0) is in C[M ] then both child nodesare

in C[M ]:

� C[M ] is closedunder separation. Hence,if a node is the pair N N 0 and the node is in C[M ],

then both N and N 0 are in C[M ].

� The two children of a node fjN jgK are N and K . SinceK 2 KP ub , K 2 C[M ] automatically.

Furthermore, K � 1 2 C[M ] aswell: if it werenot, then this node of M 's parsetree would have

been replaced with hjTN ji K in the parse tree of pattern pk (M ). But hjTN ji K is not a message

and will not contain M 0 in its parse tree. So K � 1 2 C[M ], and since C[M ] is closedunder

decryption with keys it contains, N 2 C[M ].

Since the root of this path, M itself, is in C[M ] by de�nition, it must be the casethat every child

of every node above M 0 in the parse tree of M is in the set C[M ]. Hence,M 0 2 C[M ] as well.

We can extend the encoding operation to the pattern algebra:

De�nition 16 (Enco ding: patterns) Let:

� [[hjM ji ]]t� be any �xed bit-string of length
�
�
�[[M ]]t�

�
�
� such as the all-zero string, and

� [[hjM ji K ]]t� be the the mapping from distributions to distributions given by

D
E

�
[[hjM ji ]]t� ; [[K ]]t�

�
; [[K ]]t� ; \enc"

E
:

Patterns allow us to state when two messagesappear to be the sameto the formal adversary:

when they have the samepattern. The standard de�nition of `appearsto be the same' in the world

of computational encryption is that of computational indistinguishability. We present a more general

de�nition, which incorporates the possibility of an oracle:

De�nition 17 (Computational indistinguishabilit y) Suppose that f D � g� and
�

D 0
�

	
�

are two

families of distributions indexed by the security parameter. Then they are computationally indistin-

guishablewith respect to a family of oraclesOx , written D �
�= Ox D 0

� , if

8 PPT adversariesA :
�
�
�Pr[d  D � : 1  AOd ( � ) (d;1� )] � Pr[d  D 0

� : 1  AOd ( � ) (d;1� )]
�
�
� � neg(� )
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We note that if no oracle accessis granted at all, then the above de�nition reducesto the standard

notion of computational indistinguishabilit y.

Our intuitiv e notion is that a messageand its pattern should appear to be the same. We formalize

this notion by saying that a messageand its pattern should encode to computationally indistinguish-

able probabilit y distributions. To make this formalization completely meaningful, however, we must

considerwhat oracle(if any) the adversarycanaccess.This will bedeterminedby the oraclesallowed

by the underlying computational encryption scheme.

We will assumethat the encoding mapping usesCCA-2 securecryptography. Thus, the oracle

we will use in De�nition 17|to show that a messageand its pattern produce indistinguishable

encodings|will exactly mirror the decryption oraclesof De�nition 13. Those oracleswill decrypt,

with respect to a given public key, anything but a given \c hallenge" ciphertext. Our oracleswill

do the same. However, a messageand its pattern can be thought of as possibly many di�eren t

\c hallenge" ciphertexts under possibly many di�eren t keys. It is simple to de�ne the keys with

respect to which our oracleswill decrypt:

De�nition 18 Let M be a pattern. Then M jK P ub = f K 2 KP ub : K v M g. If S is a set of mes-

sages,then SjK P ub = f K 2 KP ub : 9M 2 S s. t. K v M g.

In addition, the oracle may decrypt with respect to additional keys in someset T . (We use this

additional 
exibilit y in the proof of our main theorem.) Due to e�ciency concerns,however, the set

T must be �nite.

It is more di�cult to de�ne the \c hallenge" ciphertexts which our oracle will not decrypt. Most

directly, they are thoseencryptions which di�er between[[M ]]t� and
��
pattern pk (M ; T)

�� t

�
. That is, the

challengeciphertexts should be those which correspond to \blobs" in the pattern of M relative to

the set of keys T. However, for convenience,we will de�ne a larger but equivalent set of challenge

ciphertexts which correspond not only to the \blobs" but all encryptions visible in M to a Dolev-Yao

adversary.

De�nition 19 (Visible) Let � be a bit-string, and � a set of computational public keys. Then let

vis� (� ) be the smallest set so that

� � 2 vis� (� ),

� if ha; b;\p air" i 2 vis� (� ), then a 2 vis� (� ) and b 2 vis� (� ),

� if hc;k; \enc" i 2 vis� (� ), k 2 � , and k0 is the secret key corresponding to k, then D(c;k0) 2

vis� (� ), and

� if hc;k; \enc" i 2 vis� (� ), hk0; \privkey" i 2 vis� (� ), and k0 is the secret key corresponding to

k, then D(c;k0) 2 vis� (� ).
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A bit-string m is a visible element in � relative to � if m 2 vis � (� ).

Intuitiv ely, x 2 vis� (� ) i� x is an encoding of X , � is an encoding of M , � is an encoding of T and

X v pattern pk (M ; T). That is, a bit-string is a visible element of � if the adversary can derive it

from � using only Dolev-Yao-style operations using � and keysin � . The set vis � (� ) contains every

ciphertext which corresponds to a \blob" in pattern pk (M ; T). However, it also contains every other

ciphertext that has an corresponding analoguein pattern pk (M ; T). The decryption oracle will not

decrypt these,but this is not worrisome: the computational adversarycan decrypt these\non-blobs"

itself. Just as theseencryptions are not \blobb ed" in pattern pk (M ; T) becausethe required formal

private key is in T or derivable from M , the adversary can decrypt the corresponding computational

ciphertext from keys in � or derivable from � itself. Thus, we can prohibit the decryption of this

more generalset without losing generality.

Now that we know the nature of our decryption oracle, we can �nally de�ne our indistinguisha-

bilit y property betweenmessagesand their patterns:

De�nition 20 (Dolev-Y ao public-k ey indistinguishabilit y) A computational encryption

schemeprovides Dolev-Yao public-key indistinguishabilit y if, whenused in [[�]]t� , for all acyclic formal

messagesM and �nite T � KP ub :

[[M ]]� �= OM ;T
x

��
pattern pk (M ; T)

��
�

where OT ;M
d (x; e) returns ? unlesse is a valid public key and

� either e 2 [[K ]]t� for someK 2 T, or

� e 2 [[K ]]t� for someK 2 (M jK P ub n T) and x is not in vis[[T ]]t
�

(d).

(The tape t is assumed to be consistent with that used to form the samplefrom
��
pattern pk (M ; T)

��
�

or [[M ]]� .) In thesecases,OT ;M
d (x; e) returns D(x; d) where d is the private key corresponding to e.

In the next section,wewill show that Dolev-Yaopublic-key indistinguishabilit y implies Dolev-Yao

weak non-malleability. Before this, however, we show that Dolev-Yao public-key indistinguishabilit y

can be satis�ed by CCA-2 security.

Theorem 3 If the public-key encryption scheme(G; E; D) provides indistinguishability under the

chosen-ciphertextattack, (G; E; D) providesDolev-Yao public-key indistinguishability.

Pro of.

Supposethat the encoding mapping usesa computational encryption scheme(G; E; D). Further,

suppose that there exists a formal messageM , a set of keys T and a PPT adversary A that can

distinguish betweena samplefrom [[M ]]t� and a samplefrom
��
pattern pk (M ; T)

�� t

�
(given accessto the

oracle in De�nition 20). Then (G; E; D) doesnot satisfy CCA-2 security.
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We prove this by hybrid argument. Since M is acyclic, we can order the key-pairs used in the

parse tree of M as K 1, K 2 : : : K k so that if K i ! K j in the graph GM , then i � j . That is, the

deeper the key in the encryptions, the smaller the number.

We go about the hybrid argument by constructing a number of intermediate patterns between

M and pattern pk (M ; T). In particular, we construct patterns M 0; M 1,. . . M k such that:

� M 0 = M = pattern pk

�
M ; T [

�
K � 1

1 ; K � 1
2 ; : : : K � 1

k

	 �
,

� M i = pattern pk

�
M ; T [

�
K � 1

i � 1; K � 1
i � 2; : : : K � 1

k

	 �
, and

� M k = pattern pk (M ; T).

That is, betweenM i and M i +1 we pick a key K and replaceall encryptions with that key with

blobs of the appropriate length.

We use this typeface for a running example. Suppose

M = fjAjgK 1

� �
�K � 1

1

�
�	

K 2
fjB jgK 3

fjA B jgK 2

and

T = f K 3; K 4g

Assumefor now that KA dv = ; . The pattern of M is

pattern pk (M ; T) = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
hjM Mj i K 2

By using the order on keyssuggested by the notation, we can let

M 0 = M = fjAjgK 1

� �
�K � 1

1

�
�	

K 2
fjB jgK 3

fjA B jgK 2

M 1 = hjMj i K 1

� �
�K � 1

1

�
�	

K 2
fjB jgK 3

fjA B jgK 2

M 2 = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
hjM Mj i K 2

M 3 = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
hjM Mj i K 2

M 4 = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
hjM Mj i K 2

We wil l use the hybrid argument on this table.

Now, supposethat the distributions [[M ]]� and
��
pattern pk (M ; T)

��
�
|the top and bottoms rows

of our table|are distinguishable. That is, [[M ]]� 6�= OM ;T
x

��
pattern pk (M ; T)

��
�

: Then we know by a

(standard) hybrid argument that two consecutive rows are also distinguishable.4 We continue the

4This only follows if the number of rows in the table is polynomial in the security parameter. In this case,however,
the number of rows in the table is constant with respect to � .
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hybrid argument by creating a new table betweenthe two distinguishable rows. Supposethat K i is

the key being \blobb ed" betweenthe two rows. Then there are a �xed number of encryptions being

converted to \blobs". Create a row for each such encryption, so that two consecutive rows di�er

only in a single encryption being replacedwith a blob.

For example,if the two rows are

M 1 = hjMj i K 1

� ��K � 1
1

�
�	

K 2
fjB jgK 3

fjA B jgK 2

and

M 2 = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
hjM Mj i K 2

Then we could expand this into the table:

M 1 = hjMj i K 1

� ��K � 1
1

�
�	

K 2
fjB jgK 3

fjA B jgK 2

M 1:5 = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
fjA B jgK 2

M 2 = hjMj i K 1
hjK P r iv ji K 2

fjB jgK 3
hjM Mj i K 2

Two of theserows must be distinguishable.

Again, there must exist two consecutive rows R1 and R2 that can be distinguished. Sincethe rows

di�er only in the contents of a single encryption and every other part of the row can be created

independently , distinguishing between the encoding of two rows reducesto distinguishing between

two encryptions.

Let A be the adversary that can distinguish between the two rows, and let E = fjP jgK be the

encryption that is being changedinto hjTP ji K . Then to break the CCA-2 security of the encryption

schemewe will distinguish betweenan encryption of m0 and m1 under public key e by:

� letting m0  [[P ]]t� ,

� letting m1  [[hjTP ji ]]t� , and

� treating e as the encoding of K .

More formally:

� On input e, select random t  f 0; 1g! . Then draw p  [[P ]]t� [e=K ], where [[M ]]t� [x=X ; y=Y; : : :]

is the sameas [[M ]]t� except that x is assumedto be the value for X , y the value for Y , and

so on. (If X is an encryption and occurs more than once, then x is used as the value for the

instance of X indicated by context. Values for the other instancesare still drawn as before.)

Note that becauseM is acyclic, we do not needto know the value
��
K � 1

�� t
� to draw from [[P]]t� .
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Return p and [[hjTP ji ]]t� as candidate plaintexts. (Recall that [[hjTP ji ]]t� is a �xed string of the

appropriate length, such as the all-zero string.)

� On input c, an encryption of either [[hjTP ji ]]t� or p, sample s  [[R1]]t� [c=P; e=K ]. Note that,

sinceboth t and e were selectedrandomly, [[R1]]t� [c=P; e=K ] is the samedistribution as [[R1]]� if

c encrypts p. Similarly, [[R1]]t� [c=P; e=K ] is the samedistribution as [[R2]]� if c encrypts [[hjTP ji ]]t� .

Feed(s;1� ) to A.

� If A makesan oracle call on (x; e), we check that e = [[K 0]]t� for someK 0 2 M jK P ub [ T . If not,

we return ? . If so, we decrypt or not as follows:

{ If K 0 = K , we check that x is not visible in x relative to t = [[T ]]t� . Sincex is not visible

in s relative to t, and c is visible in s relative to t, x 6= c. Hence, the decryption oracle

D2 in De�nition 13 will happily decrypt x for us.

{ If K 0 6= K , we can produce
��
K � 1

0

�� t

�
ourselvesfrom the tape t. If K 0 2 T, we decrypt x

with the value so produced. If K 0 2 M jK P ub n T, we also check to seeif x is visible in s

relative to t. We return ? if it is, and decrypt x if it is not.

Assumein our examplethat rowsM 1:5 and M 2 can be distinguished by A. Then P = A B

and K = K 2. We build the two candidate ciphertexts by selecting t  f 0; 1g! . We then

select p  [[A B ]]t� , and return p, [[hjM Mj i ]]t� as candidate ciphertexts. When we get c, a

value either from
��
hjM Mj i K 2

�� t

�
or

��
fjA B jgK 2

�� t

�
, we draw

s  
��
hjMj i K 1

hjK P r iv ji K 2
fjB jgK 3

fjA B jgK 2

�� t

�
[c=fjA B jgK 2

; e=K2]

Since either s 2 supp [[M 1:5]]t� or s 2 supp [[M 2]]t� , the adversary A wil l tell us which one,

and this answer wil l tell us if c encrypts [[A B ]]t� or [[hjM Mj i ]]t� .

We simulate A on s: when A requeststhat we decrypt a string x with
��
K � 1

1

�� t

� , we make

sure that it isn't c, [[B ]]t� , or the bit-strings in s that represent hjMj i K 1
and hjK P r iv ji K 2

.

If it is not thesefour things, we use the tape t to create the secret key and decrypt x.If

A asks us to decrypt something with
��
K � 1

2

�� t

� , we check that it is not any of the four

ciphertexts above. If it is not, then we send it to the decryption oracle provided to us

in De�nition 13, which wil l decrypt it for us. If A asks us to decrypt with
��
K � 1

3

�� t

�
or

��
K � 1

4

�� t

� , we create the keysfrom the tape and decrypt any ciphertext.

The answer from A directly corresponds to the plaintext chosenfor c, which allows us to

distinguish whether it encrypts [[hjM Mj i ]]t� or p.

A(s; � ) will eventually return an answer that distinguishesbetweensamplesfrom R1 and R2. The

answer from A will signify whether c encrypted p or [[hjTP ji ]]t� .
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Wenote asa corollary that the exact analogueof the Abadi-Rogaway result holds: if two messages

M and N have the samepattern (with respect to someset T) then they produce indistinguishable

encodings:

Corollary 4 Suppose that M , N are two acyclic messages,T � A is a set of keys, and M jK P ub =

N jK P ub . If pattern pk (M ; T) = pattern pk (N ; T), then [[M ]]� �= OM ;T
x

[[N ]]� .

Pro of. By assumption and Theorem 20, we know that

[[M ]]� �= OM ;T
x

��
pattern pk (M ; T)

��
�

=
��
pattern pk (N ; T)

��
�

�= ON ;T
x

[[N ]]�

Since M jK P ub = N jK P ub and pattern pk (M ; T) = pattern pk (N ; T), the oracle OM ;T
x is the sameas

the oracleON ;T
x . The �= OM ;T

x
relation is transitiv e (by hybrid argument), and so the result follows.

We end by noting that we do not lose generality in this corollary by requiring that M jK P ub =

N jK P ub . If M and N have the samepattern but have di�eren t public keys in their parsetrees, then

we can simply form M 0 by pairing with M every key in M jK P ub [ N jK P ub , and similarly for N 0.

Since we add only public keys, pattern pk (M 0; T ) = pattern pk (N 0; T ). However, it is now the case

that M 0jK P ub = N 0jK P ub and the corollary holds.

2.3 Strong Dolev-Y ao Non-Malleabilit y

Theorem 5 Suppose that (G; E; D) is a computational public-key encryption schemethat provides

Dolev-Yao public-key indistinguishability. Then (G; E; D) provides both �nite and in�nite strong

Dolev-Yao non-malleability.

Pro of.

Supposethat the theorem is false. Then there is an adversary that is able to produce a message

outside the closureof its input set. In the �nite case:

9 APPT ; 9�nite, acyclic S � A � ; 9 polynomial q; for in�nitely many � :

Pr[ t  f 0; 1g!

s  [[S]]t� ;

m  AMt
� ( � ) ;PbKt

� ( � ) ;PrKt
� ( � ) ;Rt

� ( � ) (1� ; s) :

9M 2 A � n C[S] :m 2 supp [[M ]]t� ] � 1
q( � )
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In the in�nite case:

9 APPT ; 9 �nite, acyclic S � A ; 9 polynomial q; for in�nitely many � :

Pr[ t  f 0; 1g!

s  [[S]]t� ;

m; �  AMt
� ( � ) ;PbKt

� ( � ) ;PrKt
� ( � ) ;Rt

� ( � ) (1� ; s; t (S)) :

9M 2 A n C[S] :� = t (M ) and m 2 supp [[M ]]t� ] � 1
q( � )

In each of these cases,we will construct from the counter-example adversary a new adversary A1

that servesas a counter-example to Theorem 20. But �rst, consider the parse tree of M . Suppose

that every path from the root of the parsetree to a leaf passesthrough an element of C[S]. Then it

must be that the root message,M , is in C[S] | a contradiction. Hence, there must be somepath

in the parsetree of M such that no element along that path is in C[S], including the leaf M l .

Now, consider the simple, intermediate adversary A2, which operatesas follows:

1. It �rst choosesa random tape t  f 0; 1g! .

2. It then usesthat tape to samples  [[S]]t� .

3. It simulates the counter-example adversary A on input (1� ; s).

4. When A makesan oraclequery, A2 respondsappropriately. (Becauseit knows the random tape

t, it can compute any atomic value it wishes,including those returned by the oracles.)

5. When A responds with m 2 supp [[M ]]t� , A2 usesthis to produce a value m l 2 [[M l ]]
t
� . That is, it

progressesdown the path in the parse tree of M that leadsto M l :

� It starts with a value for [[M ]]t� , and at the root of the parsetree.

� If the current node is a pair, M 0N 0, then it separatesthe current bit-string value into

[[M 0]]t� and [[N 0]]t� . It progressesdown the path in the parse tree toward M l , and keepsthe

value for the new node as its new current value.

� If the current node is an encryption, fjM 0jgK , it usesthe tape t to �nd the value for
��
K � 1

�� t
� . It then uses that to decrypt the current bit-string value to get [[M ]]t� , and

progressesdown the path in the parse tree toward M l . (Note: we know that M l cannot

be K , sinceK 2 C[S] and we know this to not be the casefor M l .)

At the end, this adversary will have a value for [[M l ]]
t
� . Now, considerwhat M l might be:

� M l cannot be a compound term, sinceit is a leaf of the parsetree.

� SupposeM l 2 M . Then M l 2 C[S], no matter what S is|a contradiction.

� SupposeM l 2 KP ub . Then, as mentioned above, M l 2 C[S] always.
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� Suppose M l 2 R. If M l 2 R A dv then M l 2 C[S]. So, we only need to worry about M l 2

R n R A dv . There are two cases:either M l is in the parse tree of something in S, or it is not.

The secondcaseleads to a contradiction. If M l is not in the parse tree of any element of S,

then the input to the adversary is completely independent of the output. Thus, the adversary

in question is able to producea � -bit value which happensto be the encoding of a nonceM l . If

we are discussingthe setting of �nite strong Dolev-Yao non-malleability, then there are only �

nonces,and the probabilit y that the adversarycan guessthe encoding of oneis boundedabove

by �
2� . Thus, the adversary cannot produce a noncenot in S with non-negligible probabilit y.

If, on the other hand, we are in the in�nite setting, then the adversarymust havealsoproduced

a tag � . Since t = t (M ), one can recover t (M l ) by descendingthe parse tree of � . Thus, the

adversary is able to recover the encoding of one particular nonce, M l , which has a random

� -bit encoding. Again, the adversary cannot do this with non-negligible probabilit y. Thus, in

neither casecan it be with non-negligible probabilit y that M l is in R n R A dv but not in the

parsetree of anything in S.

� SupposeM l 2 KP r iv . Then, we proceedsimilar to above. If M l 2 KA dv , then M l 2 C[S]. If

M l 2 KP r iv nKA dv but not in the parsetree of someelement of S, the adversary is able to guess

a private key basedon the corresponding public key, possibly encryptions using the public key,

and values independent of the private key. Sincewe are assumingthat the encryption scheme

provides indistinguishabilit y against chosen-ciphertextattacks, the probabilit y of this must be

negligible. Again, we �nd a contradiction.

Thus, the only possibility that occurs with non-negligible probabilit y is that M l is in R n R A dv

or in KP r iv nKA dv , and that M l is in the parsetree of someelement of S. However, it cannot be the

casethat M l itself is in S, or that M l can be produced from S only by separating pairs. (If either

of those were true, then M l would be in C[S] itself, a contradiction.) Thus, M l must only appear in

S in the plaintext of encryptions.

Thus, we have an adversary A2 which takes an element of [[S]]t� and produces the plaintext to

someencryption in S. Granted, A2 created [[S]]t� itself and knows every secret. Hence A2 does not

serve as the counter-example to anything. However, a simple modi�cation to A2 will serve as a

counterexample to Theorem 20. Let:

S0 =

8
<

:

S [ SjR if M l 2 R

S [
�

fjNp jgK : K 2 SjK P ub

	
(where Np 2 R A dv ) if M l 2 KP r iv

Then wewill beable to distinguish between[[S0]]� and
��
pattern pk (S0; T )

��
�

whereT is M jK P ub nSjK P ub .

(Note that if M l is a private key, then it is in neither C[S] or T . Hencethe encryption fjNp jgM � 1
l

will becomehjRji M � 1
l

in pattern pk (M ; T).)
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Consider the adversary A1 that does the following:

1. It receivesas input the value d, which is drawn either from [[S0]]t� or from
��
pattern pk (S0; T )

�� t

�

(for sometape t). It separatesd into dS and dtest , where dS 2 [[S]]t� and either dM l 2 [[M l ]]
t
� if

M l is a nonce,or dM l 2
hhn

Np; fjNp jgM � 1
l

oii t

�
or

hhn
Np; hjRji M � 1

l

o ii t

�
if M l is a private key.

2. It simulates A on (1� ; dS ). (We will postpone consideration of any oracle calls that A makes

for one moment.)

3. When A returns m (and � if we are in the in�nite case)A1 will attempt to extract the value

[[M l ]]
t
� from m. That is, it recursesdown the parse tree of M to M l , separating pairs and

decrypting encryptions, until it arrivesat M l . If we are in the in�nite setting, then the tag �

will provide the path to M l . If we are in the �nite setting, then we simply go down every path

until we reach the leaf or we are halted:

� If M = N1 N2 and m = hn1; n2; \pair" i , then A continuesrecursively on n1 or n2 or both.

� If M = fjN jgK , m = hc;k; \enc" i and k 2 [[K ]]t� , then A1 sends(c;k) to the decryption

oracle. Will the decryption oracle decrypt? If not, we halt. But along the path to M l , it

must. There are two cases:

{ By de�nition, K 2 M jK P ub . If K 62SjK P ub also, then K 2 T. Hence, the oracle of

De�n tion 20 will decrypt c.

{ If K 2 SjK P ub , then K 2 SjK P ub n(M jK P ub n SjK P ub ). But SjK P ub n(M jK P ub n SjK P ub ) =

SjK P ub n T. Hence, the decryption oracle of De�nition 20 will decrypt c if c is not

in vis[[T ]]t
�

(d). However, could c be visible in d with respect to [[T ]]t� ? If it is, then

by the de�nition of visibilit y, fjN jgK v pattern pk (S;T). In this case, however,

T = M jK P ub n SjK P ub , and so contains no keys in the parse tree of S. Allowing

the adversary to decrypt with respect to T doesnot give it more information about

S. Hence,pattern pk (S;T) = pattern pk (S). Thus, if fjN jgK v pattern pk (S;T) then

fjN jgK v pattern pk (S) and so by Theorem 2 it must be that fjN jgK 2 C[S]. How-

ever, this contradicts the assumption that no node on the path from M to M l is in

C[S], and so c cannot be visible in d. Hence, the decryption oracle of De�nition 20

will decrypt it.

Thus, the decryption oracle will always return p, the plaintext of c. A1 then movesdown

the parse tree to the node for N and recursively applies this processto p.

4. If we fail to reach a leaf M l which is not in the closure,then A immediately stops and outputs

0. Otherwise, A1 will acquire a value m l which may be the encoding of M l . A1 tests this using

the string dtest , which it reserved at the beginning. If M l is a nonce, then dtest will contain

the value for M l ; A can simply test that m l is a substring of dtest . If M l is a private key, then
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dtest contains an encryption of a known plaintext [[Np]]t� under the corresponding public key.

A1 simply decrypts each encryption with m l . One of the results should be the sameas [[Np]]t� .

If thesetests are satis�ed, then A1 outputs 1. Otherwise, it outputs 0.

A1 will return 1 whenever A produces an element of supp [[M ]]t� . Hence, A1 will return 1 with

probabilit y at least 1
q( � ) given that d is in fact drawn from [[S]]� . If, on the other hand, d is drawn

from
��
pattern pk (M ; T)

��
�
, then A cannot have a non-negligiblechanceof producing a m 2 supp [[M ]]t

�

for any M 2 A n C[S] (or A � n C[S] in the �nite case). Since M l 62C[S], it cannot be that

M l v pattern pk (S) = pattern pk (S;T).

� If M l is a nonce,then this implies that the sampled will be entirely independent of the actual

value for [[M l ]]
t
� .

� If M l is a private key, on the other hand, then d may include encryptions made using the

public key
��
M � 1

l

�� t

�
. But the encryption providesindistinguishabilit y against chosen-ciphertext

attack, soit is infeasibleto recover a private keyusingonly encryptions under the corresponding

public key. Since d is otherwise independent of [[M l ]]
t
� , A cannot have a non-negligible chance

of recovering [[M l ]]
t
� .

Thus, the probabilit y that A1 will return 1 given that d is sampledfrom
��
pattern pk (S;T)

�� t

�
must be

bounded above by either:

� The probabilit y of guessingsomenonceor private key, in the �nite setting, or

� The probabilit y of guessingthe particular nonce or private key indicated by the tag, in the

in�nite setting.

In both of thesecases,the probabilit y of a successfulguessmust be negligible.

Hence,if Ahasa non-negligiblechanceof constructing m 2 supp [[M ]]t� from a samplefrom [[S]]t� , for

any M 62C[S], then A1 hasa non-negligiblechanceof distinguishing [[S0]]� from
��
pattern pk (S0; T )

��
�
,

a contradiction of Theorem 20.

There remains only one last complication: A hasaccessto oracleswhile operating. In particular,

A can request any public key, any private key in KA dv , any identi�er, and any noncein R A dv . How

doesA1 respond to theseoracle calls when it simulates A?

The answer is that we slightly modify the set S0 to include the information neededto respond.

In particular, let SjK P ub and SjR A dv be de�ned analogouslyto SjK P ub .Then the set S0 is will actually

be

S0 =

8
<

:

S [ SjK P ub [ SjK A dv [ SjR A dv [ f M l g if M l 2 R

S [ SjK P ub [ SjK A dv [ SjR A dv [
n

Np; fjNp jgM � 1
l

o
if M l 2 KP r iv

When A1 receives the input d it strips o� dS as before and simulates A. When A makes an oracle

call, however, A1 can respond:
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� If the oracle is being asked for an identi�er, A1 computesthe representation of that identi�er.

(As mentioned before,we assumethat the encoding of identi�ers is e�cien tly computable.)

� If the oracle is being called on an ingredient of S, then the additional information in s contains

the neededbit-string.

� Otherwise, the neededvalue is a random variable independent of d. A1 can sample from the

relevant distribution to produce an indistinguishable value. It then stores the value for future

use(and if the value is a key, the corresponding secretor public key also), and returns it.

Since the formal messageswe added to S0 are already in C[S], they do not change the pattern of

the original S. Hence,adding them to S0 doesnot changethe distribution of dS , and A will progress

as before.

Thus, both of our stronger formalizations of the Dolev-Yao assumption can be satis�ed by stan-

dard, known de�nitions of computational security. Thus, the results of [30] are no longer hindered

by the criticisms of plaintext-aware encryption. In the next chapter, however, we address these

criticisms directly by proposing a new de�nition (and implementation) of plaintext awarenessitself.
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Chapter 3

Plain text Aw areness via Key

Registration

As stated above, an encryption schemeis plaintext-aware if, whenever an adversarycreatesa cipher-

text, it must \kno w" its corresponding plaintext. However, existing de�nitions of plaintext-awareness

have been rightfully criticized for their reliance upon the existenceand the trust worthiness of the

random oracle. In this chapter, we discussour work in this area [31] which demonstratesthat this

criticism applies only to the original de�nitions, not the underlying notion. In particular, we put

forth two main contributions: a new de�nition and an implementation.

1. As opposedto previous de�nitions, our de�nition of plaintext-aware encryption does not use

the random oracle. We still need a trusted third party, but our party is much more natural

(being already usedin practice), much lesstrusted, and is usedonly oncerather than at every

encryption.

2. Our implementation is a self-referential variation on an earlier, well-known encryption scheme

due to Sahai [59]. In particular, our variation will require the senderto encrypt messagesin

its own keys as well as those of the intended sender. Strong cryptographic primitiv es called

zero-knowledgeproofs will prove to the receiver that the senderperformed this action and that

the senderknows his or her own private keys. Thus, the receiver can know that the senderis

able to decrypt any ciphertext that it creates.

3.1 A New De�nition of Plain text Aw areness

Our new de�nition requires a particular model for public-key encryption: All userswill have either

or both of a receiving key-pair and a sending key-pair. Furthermore usersare assumedto registered
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their public sending keys with a trusted registration authority. Lastly, we make a new assumption

about the adversary: that it is history-preserving, meaning that it recordsand never erasesits input

and internal coin-
ips.

However, theseare not radical changes.Firstly , usersalready have two key-pairs: one for signing

messages(which correspondsto the sendingkey-pair) and oneto decrypt messagessent to them (the

receiving key-pair). Furthermore, a trusted registration authorit y is essentially already implicit in

any actual implementation of public-key encryption. Such implementations enforcean association

betweenusersand public keys by requiring that usersregister their public key with a certi�c ation

authority. These authorities verify the identit y of the applicant and that the applicant knows the

corresponding secret key. It is natural, therefore, to assumethe existenceof a trusted third party

for key registration. Lastly, it is not unreasonableto expect the adversary to record its input and

coin-
ips: we do not weaken the abilities of the adversary by prohibiting erasures.

Our de�nition of plaintext awarenessrequires that the adversary know the plaintext to any

ciphertext it creates,provided the (apparent) senderhas registered its sendingkey with an honest

registration authorit y. In particular, there shouldexist an extractor which can,giventhat a successful

registration had previously occurred, predict the output of the receiver's decryption algorithm.

However, the addition of a trusted authorit y should only strengthen the security of the scheme,not

weaken it. Our de�nitions, therefore, require that the schemeshould remain CCA-2 secure(i.e., the

most secureas is possiblewithout a trusted third party) even if the registration authorit y is itself

corrupt.

Our new de�nitions serve asyet another exampleof oneof the grand paradigmsof cryptography:

if one wishesa protocol or primitiv e P to have someproperty, it can often be achieved by adding a

set-up phasethat provides P. For example, one can achieve secrecyof communication by engaging

in a set-up phasein which a secretkey is exchanged. Also, authentication in the retrieval stagefor

A's public key later allows the authentication of messagesfrom A.

In this chapter, we wish to add to public-key encryption the property of plaintext-awareness,or

knowledge of the plaintext. Therefore, our de�nitions add a set-up phaseto asymmetric encryption,

and our implementation will useduring this phasea protocol that achievesknowledge. In particu-

lar, we will use an (interactive) proof of knowledge protocol at set-up to achieve (non-interactive)

plaintext knowledgefor later encryptions.

3.1.1 Preliminaries

We say that an algorithm or interactive TM A is history-preserving if it \never forgets" anything.

As soon asit 
ips a coin or receivesan input or a message,A writes it on a separatehistory tape that

is write-only and whosehead always moves from left to right. The history tape's content coincides

with A's internal con�guration before A executesany step.
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If A is an history-preserving algorithm and it A appears more than once in a piece of GMR

notation (e.g, Pr[: : : ; a  A(x); : : : ; b  A(y); : : : : p(� � � ; a; b;� � �)]) then the history and state of A

is preserved from the end of one \use" to the beginning of the next.

The notation h H � A indicates that h is the current content of A's history tape.

We assumethe adversary to be an e�cien t (probabilistic polynomial-time) history-preserving

algorithm (interactive TM).

Following [26], we considera two-party protocol asa pair, (A; B ), of interactive Turing machines.

By convention, A takes input (x; r A ) and B takes input (y; r B ) where x and y are arbitrary and

rA and rB are random tapes. On these inputs, protocol (A; B ) computes in a sequenceof rounds,

alternating betweenA-rounds and B -rounds. In an A-round only A is active and sendsa message

(i.e., a string) that will becomean available input to B in the next B -round. (Lik ewisefor B -rounds.)

A computation of (A; B ) ends in a B -round in which B sendsthe empty messageand both A and

B compute a private output.

Letting E be an executionof protocol (A; B ) on input (x; y) and random input (r A ; rB ), we make

the following de�nitions:

� The transcript of E consistsof the sequenceof messagesexchangedby A and B , and is denoted

by TRANSA;B (x; rA jy; rB );

� The view of A in execution E consistsof the triplet (x; r A ; t), where t is E 's transcript, and is

denoted by VIEWA;B
A (x; rA jy; rB );

� The view of B consists of the triplet (y; r B ; t), where t is E 's transcript, and is denoted by

VIEWA;B
B (x; rA jy; rB );

� If E is an execution of (A; B ) on inputs (x; r A ) and (y; rB ) then the output of A in E , denoted

OUTA;B
A (x; rA jy; rB ), consists of the string z output by A after the last round. Similarly,

OUTA;B
B (x; rA jy; rB ) is the output of B in the sameexecution.

� We also de�ne the random distribution OUTA;B
A (x; �jy; �) to be OUTA;B

A (x; rA jy; rB ) where rA

and rB are selectedrandomly, and similarly for OUTA;B
B (x; �jy; �).

We say that an execution of a protocol (A; B ) has security parameter � if the private input of A

is of the form (1� ; x0) and the private (non-random) input of B is of the form (1� ; y0).

3.1.2 Formal De�nitions

A registration-based plaintext-aware encryption scheme consists of a registration protocol (RU,

RA)and a public-key encryption scheme(G, E, D), where:
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� (RU; RA) is the two-party protocol in which the senderkeysare generatedand registered. The

registration authorit y RA should output es, the public key of the sender. The registering user

RU output both es and ds , the public and private keys for the sender. After a successfulrun

of the protocol, one can imagine the public sendingkey is inserted in a public �le or that the

user is given a certi�cate, but the precisemechanism of publication is irrelevant here. What

is crucial, however, is that the registration protocol be a secure atomic operation. That is, we

can think of it as being run one user at a time, in person,and from beginning to end.1

It is worth noting that either RU or RA may reject in the registration protocol (presumably

when the other party is dishonest), in which casewe assumethe output is ? . For easein the

de�nitions, we assumethat if ? is any input to either E or D, the output will also be ? or

(? ; ? ) as appropriate.

� (G, E, D) is a public-key encryption scheme,where:

{ G(1� ) produces(er ; dr ), a key pair for the receiver,

{ E(m; er ; ds) producesa ciphertext c, wherem is the messageto encrypt, er is the receiver's

public key, and ds is the sender'sprivate key. (We assumewithout lossof generality that

a private key also contains the corresponding public key.) The ciphertext c is assumedto

explicitly indicate which public keys were used in its creation.

{ D(c;dr ; es) producesm, a message,wherec is the ciphertext to decrypt, dr is the receiver's

private key, and es is the sender'spublic key. Note that this algorithm takes both the

receiver's private receiving key and the sender'spublic sending key. If the ciphertext is

invalid, the output is ? .

The protocol (RU; RA) and the encryption scheme(G; E; D) must satisfy the following conditions:

Registration Completeness. The key registration protocol between an honest registrant and

an honest registration authorit y will almost always be successful. Furthermore, the user and the

authorit y will agreeon the public key.

Pr[ r1  f 0; 1g� ; r2  f 0; 1g� ;

(es; ds)  OUTRU;RA
RU (1� ; r1 j1� ; r2) ;

e0
s  OUTRU;RA

RA (1� ; r1 j1� ; r2) :

es = e0
s 6= ? ] � 1 � neg(� )

1Without this assumption, we would have to worry about man-in-the-middle, concurrency and other types of
attacks which will obscure both the de�nitional and implementation aspects of our model.
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As in the chosen-ciphertext game,the adversary cannot sendthe challengeciphertext c to the
decryption oracle D. (Not shown: transmission of dr from D to T.)

Figure 3-1: The honest security game

Encryption Completeness. If an honest senderencrypts a messagem into a ciphertext c, then

the honest recipient will almost always decrypt c into m.

8m 2 f 0; 1g�

Pr[ (es ; ds)  OUTRU;RA
RU (1� ; �j1� ; �) ;

(er ; dr )  G(1� );

c  E(m; er ; ds);

g  D(c;dr ; es) :

g = m ] � 1 � neg(� )

Honest Securit y. If recipient and senderare honest, then the encryption is adaptively chosen-

ciphertext secureeven if the adversary controls the registration authorit y. Note that the de�nition

of chosen-ciphertextsecurity usehere di�ers from De�nition 13 in two ways. (Contrast the original

chosen-ciphertext\game" of Figure 2-1 with the new honest-security \game" of the key-registration

setting in Figure 3-1.) First, the encryption and decryption algorithms now usekeysof both sender

and receiver. More importantly , however, the adversary now alsohasaccessto an encryption oracle.
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De�nition 13 allows the adversary to have arbitrary ciphertexts decrypted by a decryption oracle.

The corresponding encryption oracle was not needed: if the encryption algorithm usedonly public

keys, the adversary can encrypt on its own. Now that encryption may require the sender'sprivate

key, however, we needto provide accessto an encryption oracle explicitly:

8 oracle-calling adversariesA

Pr[ (dr ; er )  G(1� );

(es ; ds)  OUTRU;A
RU (1� ; �j1� ; �) ;

m0; m1  AE( �;� ;ds ) ;D( � ;dr ;� ) (er ; es);

b  f 0; 1g;

c  E(mb; er ; ds);

g  AE( �;� ;ds ) ;D( � ;dr ;� ) �f c;es g(c) :

b = g ] � 1
2 + neg(� )

where

� m0 and m1 have the samelength,

� E(�; �; ds) is the oracle that returns E(m0; e0
r ; ds) on input (m0; e0

r ).

� D(�; dr ; �) is the oracle that returns D(m0; dr ; e0
s) on input (m0; e0

e).

� D(�; dr ; �) � f c;esg is the oracle that on input (c0; e0
s) returns D(c0; dr ; e0

s) if c0 6= c or e0
s 6= es,

and returns ? otherwise.

If the input to any of these oracles includes ? , then the output will also be ? . Also, recall that

the adversary is assumedto be history-preserving, so that it `remembers' es and er from the �rst

invocation.

Plain text Aw areness. If the registration authorit y is honest and player X (either the adversary

or an honest player) registersa key, then the adversary can decrypt any string it sendsto an honest

participant ostensiblyencrypted by X. More speci�cally , there existsan extractor that can determine

the result of the recipient's decryption algorithm without accessto the recipient's private key. As

mentioned in Section1.6, the ciphertext alone cannot contain enoughinformation to enablethis ex-

traction without violating the semantic (and hencechosen-ciphertext) security of the scheme. Thus,

the extractor needsaccessto someadditional information. In the original de�nition of plaintext-

awareness,this additional information wasa list of the queriesmadeby the adversary to the random

oracle. Thesequeriespresented an opportunit y to seethe internal state of the adversary. Sincethis

opportunit y is no longer present, we will use as our additional information the adversary's state

directly|as represented by its history tape.
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In our implementation, the extractor will usethis history tape to simulate the adversary. That is,

the extractor is assumedto have the adversary's code 'hard-wired' into it. The order of quanti�ers

below allows this: the extractor can be chosenafter the adversary. However, this is not necessary:

the extractor can be chosenbeforethe adversary if the adversary provides its own code aswell as its

internal history tape. That is, our implementation will satisfy this variation as well. However, we

believe that the weaker form below to be more appropriate as the \o�cial" de�nition of plaintext-

awareness.

However, in its e�ort to create an \undecipherable" challengeplaintext the adversary will have

accessto additional information of its own. It will have accessto a decryption oracle,asabove. One

might alsoexpect the adversaryto haveaccessto an encryption oracle,and in a way it will. However,

a mereencryption oracleis not su�cien t. To model realistic scenariosin which our encryption scheme

may be used,we must considerthe fact that the adversarymay (as a result of higher-level protocols)

gain ciphertexts to which it doesnot know the plaintext. It may be counter-intuitiv e to think that

these might help the adversary in any way, but recall that the goal of the adversary is to create a

ciphertext whoseplaintext is unknown to it. One must consider the possibility that the adversary

cannot do this on its own but can do so by manipulating a \v alid" ciphertext (with an unknown

plaintext) from an external source.

For this reason,it is insu�cien t to give the adversary accessonly to decryption and encryption

oracles. The decryption oracle does not provide new ciphertexts, and the encryption oracle is

insu�cien t for two reasons:

� If the adversary merely had accessto an encryption oracle, then it must \kno w" the plaintext

to all so-produced ciphertexts.

� Even if the above objection could be nulli�ed (e.g., by allowing erasures)it still only allows the

adversary accessto ciphertexts whoseplaintexts it can generate. Suppose,for example, that a

higher-level protocol givesthe adversaryboth a largegraph and an encryption of a Hamiltonian

circuit. A mere encryption oracle would not be su�cien t to simulate this scenario.

We represent the possible activit y of a higher-level protocol as an \ally" PPT oracle L. When

activated, L examines the history of the adversary. It then generatesany plaintext and public

receiver key that it pleases.This plaintext is then encrypted with the appropriate sendingkey, and

the ciphertext is given to the adversary. Note that this ally is a generalizationof a simple encryption

oracle: onecan imagine an ally that simply outputs asmessageand key the last two elements of the

adversary's history. Hence,there is no needto give accessto an encryption oracle explicitly .

To summarize (seeFigure 3-2) the de�nition of plaintext awarenessrequires that there exist an

extractor that canproducethe plaintexts to adversarily-chosenciphertexts, givenonly the ciphertext

and the adversary's history. The adversary has accessto a decryption algorithm and an arbitrary
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Figure 3-2: The gameof plaintext awarenessvia key registration

ally oracle which has its own private input. The challengeciphertext given to the extractor cannot

be the result of a call to the ally. The extractor can depend on the choice of adversary, but must

then work for all allies:

8 adversariesA; 8 X2 f A; RUg; 9 e�cien t algorithm EX; 8 PPT allies L

Pr [ (er ; dr )  G(1� );

eX  OUTX;RA
RA (er ; �j1� ; �) ;

h H � A;

c  AL0
dX

( � ) ;D( � ;dr ;� ) (eX; er ) :

EX(h; c;er ; eX) = D(c;dr ; eX) given that c 62Lc ) ] � 1 � neg(� )

where the oracle L0
dX

operatesas follows: on any input, run L on the history h0 of the adversary at

the time of the call to L0. When L producesan output (m; e0
r ; d0

s), run E(m; e0
r ; d0

s) to produce the

output c. Add c to the (initially empty) set Lc and also return c to the adversary.

(Note that if X = RU, then it expects its input to the registration protocol to be 1� and not

er . Hence,we assumethat if RU �nds input er that it extracts 1� from it and proceedsas normal.

Also note that if the senderkey is registeredby an honest participant RU then h, the history of the

adversary, will be empty.)

Remarks. Note that thesede�nitions do not guarantee anonymit y of the sender. That is, senders

must register their keys, and so it might be that they can no longer send messageswithout their

name attached in someway. We note three things with respect to this.

1. If plaintext-awarenessis not required, a sendermay simply usean unregisteredkey. Encryption

will still be secureagainst the chosen-ciphertext attack.

2. Each registered key does not necessarilyrepresent a senderbut rather one incarnation of a
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sender. Sendersmay register many keys in order to bolster their anonymit y.

3. In our implementation, registration usesonly the values of keys and not the identit y of the

registrant. Thus, the registration processcould remain anonymous. It will still be possibleto

trace multiple messagesback to the samesender, but the identit y of the senderwill not be

revealed.

We chooseto regard the possibility of senderauthentication as an opportunit y rather than a draw-

back, and use it in an essential way in our implementation.

3.2 Cryptographic Building-Blo cks

The two implementations that follow use a wide variety of powerful cryptographic primitiv es.

Semantically-secureencryption for public-key encryption hasalready beenintro duced(De�nition 3).

We will also usedigital signatures:

De�nition 21 (Digital Signature Scheme) A digital signatureschemeis a triple (Gsig ; Ssig ; Vsig )

where:

� Gsig is the (probabilistic) key generator, which generates pairs (s; v) of signature generation

keys(s) and veri�c ation keys(v),

� Ssig is the (probabilistic) signing algorithm, which takesan arbitrary messageand a signature

veri�c ation key and returns a signature, and

� Vsig is the veri�c ation algorithm, which takesa message,a signature, and a veri�c ation key to

return a single bit;

such that for all security parameters � and messagesm,

Pr [(s; v)  Gsig (1� ); sig  Ssig (m; s) : Vsig (m; sig; v) = 1] = 1

Digital signaturesare the dual to public-key encryption: the signature doesnot hide the messagein

any way, and can be veri�ed by anyone. However, only the entit y that should be able to create a

valid signature (one that veri�es against a given messageand veri�cation key) should be the onewho

knows the signing key. In particular, an adversary (who does not know the signature veri�cation

key) should not be able to �nd a signature that veri�es against a given messageand veri�cation key,

even if it can choosethe messageitself [27]:
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De�nition 22 (Securit y for digital signatures) A digital signature schemeis secure against

the chosen-messageattack if

8 PPT adversariesA :

Pr[ (s; v)  Gsig (1� );

(m; sig)  ASsig ( � ;s) (1� ; v) :

V(m; sig; v) = 1 ] � neg(� )

It is required that the m produced by the adversary not have previously been given as input to the

oracle.

Note that this de�nition of security could allow the adversary to transform onevalid signature sig of

a messagem into another valid signature sig0 of that samemessage.We will wish to prohibit this,

and so consider the special casewhere each messagehas a single valid signature relative to a given

veri�cation key [28, 41, 22, 44]:

De�nition 23 A digital signature scheme(Gsig ; Ssig ; Vsig ) provides unique signatures if Ssig is de-

terministic.

We will also usea seriesof powerful tools basedon computational proofs, where a proof scheme

is a game between two interacting machines, one playing the prover and one playing the veri�er .

Supposethat L is a languagein N P with witness relation L R . The prover wishesto convince the

veri�er of a theorem: that a given l is in L . The real prover should be able to do so if the theorem

is true and the prover has a witness for l (i.e. an element of L R (l )) but no prover (even malicious

ones)should be able to do so otherwise:

De�nition 24 (In teractiv e pro of system) A pair of interactive PPT Turing machines,a prover

P and a veri�er V, are an interactive proof systemfor a languageL 2 N P with witness relation L R

if:

1. Completeness:If l 2 L and the honestprover has a valid witness, then it can produce a proof

which is acceptableto the veri�er (except with negligible probability):

Pr
�
b  OUTP;V

V (hl ; R(l )i ; �j l ; �) : b = 1
�

� 1 � neg(jl j)

2. Soundness:If l 62L then no prover (even a malicious one that wishesto \fo ol" the veri�er)

can produce a proof which is acceptableto the veri�er (except with negligible probability): P0,

Pr
h
b  OUTP0;V

V (l ; �j l ; �) : b = 1
i

� neg(jl j)

54



The above de�nition is satis�ed by the trivial protocol where the prover simply sendsthe witness to

the veri�er. In our application of such protocols, we will require in addition that the proof system

be zero-knowledge [8, 24, 26] meaning that the veri�er learns nothing from the proof other than the

truth of the theorem. That is, we wish that anything a (possibly malicious) veri�er could do after

the proof it could have also accomplishedbefore. We formalize this by requiring the existenceof

a simulator that can create valid-seemingproofs for a given l 2 L but without the witness itself.

Then, if the malicious veri�er can perform someaction after the proof, it could have donesowithout

the proof by running the simulator and continuing as if the proof had occurred.

De�nition 25 (Zero-kno wledge (ZK) pro of system) A pair of interactive PPT Turing ma-

chines, a prover P and a veri�er V, are a zero-knowledge interactive proof system for a language

L 2 N P with witness relation L R if they are an interactive proof system for L and for every ma-

licious veri�er V0 there exists a probabilistic polynomial-time simulator S such that for every l 2 L

and w 2 L R (l ):
n

hl ; t i : t  TRANSP;V0

(hl ; wi ; �j l ; �)
o

�= f hl ; t i : t  S(l )g

A proof of knowledge[8] is a proof system where the prover provesknowledgeof a witness. At �rst

glance, it would seemthat the de�nition of a proof system captures this. However, there may be

languagesin N P where it is easyto decidemembership but hard to �nd witnesses. In particular,

onecould imagine public-key encryption schemeswhere public keysare all of a certain simple form.

Thus, it is easy to decide if a given string is in the language of public keys. However, this is

quite di�eren t from asserting that one knows the corresponding secret key. For example, one may

consider the languageCOMPof composite natural numbers, where the witness for a x 2 COMPis its

factorization. Although onecan e�cien tly recognizeelements of COMP[5], it is widely assumedto be

hard to compute x's witness from x alone.2

Also, a formal de�nition makes the concept of algorithm's \kno wledge" explicit: an algorithm

\kno ws" a value if it is possibleto extract that value from the algorithm. That is, a proof scheme

for L 2 N P is also a proof of knowledgefor the witness relation if there exists an extractor that can

produce a witness to a given theorem by repeated interaction with the prover. Speci�cally , suppose

that a (possibly malicious) prover can produce with probabilit y p a valid-seemingproof for a given

theorem. Then the extractor can produce a witness to that theorem with probabilit y closeto p. To

do so, extractor can \reset" the prover into its original, pre-proof state, and can seeand take part

in multiple (interactive) proofs of the given theorem. (Note that the prover usesthe samewitness

for each proof.)

De�nition 26 (Pro of of kno wledge system) A pair of interactive PPT Turing machines, a

2 Indeed, the security of the RSA scheme [58], where public keys are in COMPand witnesses are priv ate keys, depends
on this assumption.
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prover P and a veri�er V, are a proof-of-knowledge system for a languageL 2 N P with witness

relation L R if (P; V) are an interactive proof systemfor L and there exists a oracle-calling probabilis-

tic polynomial-time machine E suchthat for every malicious prover P0, every l 2 L , every y 2 f 0; 1g�

(which may or may not be a witness to l ), and random tape r 2 f 0; 1g� :

Pr
h
w  OUTP0;E

E (( l ; y); r jl ; �) : w 2 R(l )
i

� Pr
h
b  OUTP0;V

V (( l ; y); r jl ; �) : b = 1
i

� neg(� )

A non-interactive proof system[12] is a special type of proof systemthat consistsof a singlemessage

from prover to veri�er. However, if the entire protocol is under the control of the prover, it is

di�cult to prohibit it from \pro ving" false theorems. For this reason,we assumethe existenceof

a common reference string of randomness,readable by both prover and veri�er but writable by

neither. Intuitiv ely, the string provides a random challengeto the prover, which restricts its control

over the protocol and keepsit honest:

De�nition 27 (Non-in teractiv e pro of system) Let f : N � > N be a polynomial. Then (f ; P; V)

is a non-interactive proof system for a languageL 2 N P with witness relation L R if

1. Completeness:For all l 2 L , all w 2 R(l ), and all reference strings � 2 f 0; 1gf ( j l j ) ,

V(l ; P(l ; w; � ); � ) = 1

2. Soundness:For all malicious provers P0, then

Pr[ �  f 0; 1gf ( � ) ;

(x; p)  P0(� ) :

x 62L but V(x; p; � ) = 1 ] � neg(� )

We can alsomodify the de�nition of zero-knowledgefor the special setting of non-interaction [11, 60,

12, 14]. Simulation is possible if the common, supposedly-random, referencestring is deliberately

chosenby the simulator S:

De�nition 28 (Non-in teractiv e zero-kno wledge (NIZK) pro of system) (f ; P; V; S) is a non-

interactive zero-knowledgeproof system [12] for a languageL 2 N P with witness relation L R if

1. (f ; P; V) is a non-interactive proof systemfor L , and
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2. Zero-Knowledge: For all malicious veri�ers V0, Exp 1(� ) �= Exp (� ) where

Exp 1(� ) = Pr[ �  f 0; 1gf ( j � j ) ;

(l ; w)  V0(� );

p  P(l ; w; � ) :

V0(p) ];

Exp 2(� ) = Pr[ �  S(1� );

(l ; w)  V0(� );

p  S0(l ) :

V0(p) ]

(Both the simulator S and the malicious veri�er V0 keep state between their invocations.)

De�nition 27 above prevents a malicious prover from producing a proof of a false theorem. It does

not, however, prevent a malicious prover from modifying a proof of one (true) theorem into a valid-

seemingproof of another (false) theorem. In a manner analogousto chosen-ciphertext security, we

wish to prevent the corrupt prover from producing a false proof even after having seenproofs for

theorems of its choice. For technical reasons,the de�nition gives the adversary simulated proofs

instead of real ones.3 However, this weaker de�nition will su�ce for our purposes.

De�nition 29 (Non-malleable NIZK (NM-NIZK) pro of system) (f ; P; V; S) is a non-malleable

non-interactive zero-knowledgeproof system[59] for a languageL if

1. There exists a non-interactive proof system� = (f 0; P0; V0) for L , and

2. For all adversariesA and all polynomial-time relations R0, there exists an oracle-calling ma-

chine Msuch that Exp 1(� ) �= Exp 2(� ) where

Exp 1(� ) = Pr[ �  S(1� );

(l0; p0; a)  AS( �;� ;� ) (l ; p; �) :

p0 not produced by S2 ^ (V(x0; p0; �) = 1) ^ R(x0; a) ];

Exp 2(� ) = Pr[ �  f 0; 1g� ;

(x0; p0; a)  MA(� ) :

(V(x0; p0; � ) = 1) ^ R(x0; a) ]

Here, the algorithm Mplays the role of the simulator, and produces the new proof p0 with access

only to A and not to the sourceof valid (seeming)proofs.4

3Real proofs require a witness, which may not be simulatable.
4We note that this is stronger than the form of non-malleabilit y originally used to implement chosen-ciphertext

security [59]. That form of this de�nition allowed the adversary accessto only one externally-generated valid proof.
Although we will be using it in much the same way, we require non-malleabilit y even when the adversary has access
to many proofs. Also, an implementation of this stronger form was also given in the original paper [59].
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3.3 Our Implemen tation

In this section, we propose an implementation of a registration-based plaintext-aware encryption

scheme. That is, we provide a protocol for sender-key creation and registration, and algorithms

for receiver-key generation, encryption, and decryption. The schememust provide plaintext aware-

nesswhen the registration authorit y is honest and chosen-ciphertextsecurity when the registration

authorit y is corrupt.

The intuition of our implementation is simple:

� Following Racko� and Simon [57], we make the encryption of a messagedepend on the public

keys of both senderand receiver. In particular, we ensurethat the ciphertexts of our scheme

can be decrypted using the private keysof either receiver or sender.

� Our registration processrequiresthat the senderprove to the registration authorit y (in a zero-

knowledgeway) knowledgeof their private keys. Thus, a successfulregistration ensuresthat the

registrant knows enoughinformation to decrypt any ciphertext they create. However, because

the registration processis zero-knowledge, no registration authorit y (honest or corrupt) can

gain any information about the sender'ssecretkey.

� Lastly, we usedigital signaturesto ensurethat only the registrant can make valid ciphertexts.

Thus, valid ciphertexts must come only from parties that can prove possessionof knowledge

su�cien t to decrypt.

The actual encryption mechanism is basedon the schemesof Naor and Yung [52] and Sahai [59].

In thoseschemes,the receiver's public keysis a triple of two public keysfor somesemantically-secure

encryption schemeand a referencestring for a NIZK proof system. The senderencrypts the plaintext

under both component keys individually . It sendsnot only the two resulting ciphertexts, but also

a non-interactive zero-knowledgeproof (relativ e to the referencestring in the receiver's public key)

that they do in fact contain the sameplaintext. If the NIZK proof system is also non-malleable,

then the resulting encryption schemeis chosen-ciphertextsecure[59].

Our scheme takes this one step further by adding a self-referential \t wist:" the sender now

encrypts in both of the receiver's keys and in one of his own. The NIZK proof shows that all three

contain the sameplaintext. Lastly, we require that the sendersign each ciphertext with somesecure

signature scheme. Thus, if a ciphertext is well-formed (meaning that the proof and signature are

both valid) then the sendermust know their own key and be able to decrypt it.

More formally, our schemeS = (G; E; D; RU; RA ) usesthe following four cryptographic primi-

tiv esas building-blocks:

� (G; E; D), a semantically securecryptosystem in the senseof [25].
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� (f ; P; V; S), a non-malleable NIZK proof system for NP in the senseof [59], where P is the

proving algorithm, V is the veri�cation algorithm, S is the simulator, and f (� ) is the length of

the referencestring for security parameter � .

� a zero-knowledgeproof of knowledgesystem for NP [8, 24, 26], and

� A securesignature scheme(Gsig ; Ssig ; Vsig ) [27].

Given these, the schemeS is as follows:

� G (receiver key generation): Generate(e1; d1) and (e2; d2) according to G(1� ). Pick a random

� from f 0; 1gf ( � ) . The public (receiver's) key is er = (e1; e2; � ) and the secret key is dr =

(er ; d1; d2).

� RU and RA (senderkey-generationand registration): First, RU generates(e3; d3) according

to G(1� ). Next, generate(s; v) according to Gsig . The public (sender's) key is es = (1� ; e3; v),

and the private key is ds = (es ; d3; s). Next, RU engagesRA in a zero-knowledge proof of

knowledge for d3 and s. If the zero-knowledge proof of knowledge terminates correctly, RA

outputs es and RA output (es ; ds). Otherwise, they both output ? .

Recall that we assumethe key-registration processto be a secureatomic operation. In par-

ticular, we assumethat the adversary cannot interfere with the protocol executionsof honest

parties (unlessit is the ostensibleuser or authorit y). In particular, we assumethat the adver-

sary cannot execute the protocol concurrently with other (honest) executions,or modify the

messagesof a protocol betweentwo honest users.

� E, on input (m; (e1; e2; � ); ((1 � ; e3; v); d3; s)) �rst computes c1 = E(e1; m), c2 = E(e2; m), and

c3 = E0(e3; m). Then, it computes � , a non-malleable NIZK proof against referencestring �

that c1; c2; and c3 all encrypt the samemessagerelative to e1; e2, and e3, respectively. It then

createssig  Ssig ((c1; c2; c3; � ); s), and outputs (c1; c2; c3; � ; sig).

� D, on input ((c1; c2; c3; � ; sig); ((e1; e2; � ); d1; d2); (1� ; e3; v)) �rst determines if the signature

sig is valid for message(c1; c2; c3; � ) with respect to veri�cation key v. If not, it outputs ? .

Otherwise, it then determinesif � is a valid proof (relativ e to the referencestring � ) that c1; c2

and c3 are encryptions of the samemessageunder e1; e2 and e3, respectively. If so, it outputs

D0(d1; c1). Otherwise, it outputs ? .

3.3.1 Securit y of S

Theorem 6 The schemeS is registration-based plaintext-aware encryption scheme.

We prove this via several lemmas.
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Lemma 7 S satis�es registration completeness.

Pro of. By de�nition, the honest registrant knows the witness dd for theorem ed. Hence, the

completenessproperty of the proof-of-knowledgeschemeensuresthat the registration authorit y will

accept the theorem and proof almost all of the time.

Lemma 8 S satis�es encryption completeness.

Pro of. If the senderis honest, then it produces(c1; c2; c3; � ; sig) where c1, c2 and c3 all contain

the same plaintext m and � is an honest proof of that fact. Thus, the signature sig will always

verify and the completenessproperty of the NIZK proof systemensuresthat the proof � will almost

always be accepted. Thus, the decryption algorithm will almost always output D(c1; dr ; es). Due

to the fact that (G; E; D) is a public-key encryption scheme,this decryption will reveal the intended

plaintext.

Lemma 9 S satis�es honest security.

Pro of. We will prove chosen-ciphertext security by the contrap ositive. Suppose there is an

adversary A that succeedsin an adaptive chosenciphertext attack against an honest senderand an

honest recipient. In particular, we will give two algorithms, R and R0 respectively, and we will prove

that one of the two must break the underlying encryption scheme.

R usesthe adversary A to break the semantic security of the encryption scheme (G; E; D) as

follows:

1. It receivesas input (e; 1� ).

2. First, we create the receiver's public key er = (e1; e2; � ) and the sender's public key es =

(1� ; e3; v) as follows. Pick a at random from f 1; 2g. Set e3� a to be e and set (ea ; da)  G(1� ).

Generate� according to the simulator S for the NIZK proof system. Set (e3; d3)  G(1� ). Set

(s; v)  Gsig (1� ).

3. Run A on input (er ; es).

(a) Whenever A asksfor a decryption of (c0
1; c0

2; c0
3; � 0; sig0), encrypted with sendingkey e0, we

verify the signature sig0 using the veri�cation key in e0. We check the correctnessof � 0

using V. If it veri�es, we decrypt c0
a using da and output that as the result. Otherwise

we return ? .

(b) Whenever A asksfor the encryption of (m0; (e0
1; e0

2; � 0)), we encrypt m0 under e0
1, e0

2 and e3

to get c0
1, c0

2 and c0
3 respectively. We create the NIZK proof � 0 that all three contain the

sameciphertext, and sign (c0
1; c0

2; c0
3; � 0) with s to get sig0. We return (c0

1; c0
2; c0

3; � 0; sig0).
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4. Eventually A will output (m0; m1). Output (m0; m1) and obtain challenge c. For notation

later, let us say that m � is the messagec encrypts.

5. We then simulate the ciphertext challenge for A. Pick b at random from f 0; 1g. Let ca  

E0(ea ; mb), and set c3� a  c. With probabilit y 1=2, let c3  E0(e3; mb) and otherwise, let

c3  E0(e3; m1� b). Fake the NIZK proof � using the simulator S, and sign the ciphertexts and

proof with s.

6. Run A on input (c1; c2; c3; � ).

7. Again, whenever A asksfor a decryption we check the signature, verify the proof, and decrypt

using da . Whenever A asksfor an encryption, we create one as above.

8. Eventually A outputs an answer b0. If b = b0, output b0. Otherwise, output a random bit.

There are three kinds of input the adversary can get.

I. First, it is possiblethat c1; c2, and c3 all encrypt the samemessagem � . In this case,the input

given to the adversary is indistinguishable from the input in the real attack the adversary

succeedsin. Thus, the adversary must return � with probabilit y 1=2 + � , where � is some

non-negligible function of � .

I I. Second,it may be that c1 and c2 both encrypt the samemessagem � but c3 encrypts m1� � .

Let x be the probabilit y that the adversary returns � in this case.

I I I. Finally, it may be that c1 and c2 encrypt di�eren t messages.Note that there are two subcases:

� ca and c3 encrypt the samemessagewhile c3� a encrypts the other, and

� c3� a and c3 encrypt the samemessagewhile ca encrypts the other

Thesetwo casesare indistinguishable to the adversary. Since the adversary cannot make any

proofs of false theorems, the oracle will return ? if the adversary ever makes a decryption

query when c1 and c2 encrypt di�eren t messages.Thus, the casea = 1 and the casea = 2 give

the samedistribution. (See[59]. This is just like one of the main details from Sahai's proof

that his schemeis CCA2-secure.)

Let m� 0 be the messageencrypted in c3, and let y be the probabilit y that the adversary returns

� 0 in this case.

This reduction is parameterized by the values x and y, both of which can be chosen by the

adversary. However, we will show that the only value of interest to us is x. In fact, we will show that

for almost all valuesof x, the above reduction violates the semantic security of (G; E; D). However,
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the reduction R will not work for certain valuesof x, so we will show that in those casesa di�eren t

algorithm R0 will.

To begin: what is the probabilit y that R returns the correct answer? Again, we consider two

cases:when b = � and when b 6= � :

� In the casethat b = � , the adversary seesan input of type I with probabilit y 1=2. When the

adversary seesan input of type I, R is correct with probabilit y
�

1
2 + �

�
+ 1

2

�
1
2 � �

�
= 3

4 + �
2 . If

the adversarydoesnot seean input of type I even though b = � , then it seesan input of type I I.

In this case,R is correct with probabilit y x + (1� x)=2 (sincewhenever the adversary returns �

in an input of type I I, R is correct, and the rest of the time, R is correct with probabilit y 1=2).

Thus, the total probabilit y that R is correct when b = � is 1
2 ((3=4 + �=2) + (1=2 + x=2)).

� Now let us examine the casethat b 6= � . Any time this is true, we give input type I I I to

the adversary. However, with probabilit y 1=2, mb is encrypted in c3 and with probabilit y 1=2,

m1� b is encrypted in c3. (Recall, thesetwo casesare indistinguishable to the adversary.) Thus,

the adversary returns b with probabilit y 1
2 y + 1

2 (1 � y), and otherwise returns 1 � b. In this

case,our total probabilit y of being correct is (y=4)+ (1 � y)=4 = 1=4 , sincewe are only correct

when the adversary returns 1 � b, and then, only half the time.

Taking into account all cases,the probabilit y that R is correct is

1
2

�
1
2

(3=4 + �=2) +
1
2

(1=2 + x=2) +
1
4

�

This expressionevaluates to

3
16

+
�
8

+
1
8

+
x
8

+
1
8

=
7
16

+
� + x

8
:

Now if � + x is non-negligibly di�eren t from 1=2 then the above expressionis also,and R violates

the semantic security of (G; E; D). If x � 1=2� � , on the other hand, then we can useA to break the

security of (G; E; D) in a di�eren t way. Let R0 be the algorithm that, on input e, operatesas follows:

1. Generate(e1; d1) and (e2; d2) by running G0(1� ). Generate� according to the simulator S for

the NIZK proof system. Generate(s; v) by running Gsig . Set e3 to e.

2. Run A on input ((e1; e2; � ); (e3; s)).

(a) Whenever A asks for a decryption query, verify the proof and signature. If both verify,

we decrypt c1 using d1 and output that as the result. Otherwise we return ? .

(b) Whenever A0 makesan encryption query, we encrypt, create the proof, and sign as in the

previous reduction.
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3. Obtain m0; m1 as the output of A. Output (m0; m1) and obtain challenge c. For notation

later, let us say that m � is the messagec encrypts.

4. Pick b at random from f 0; 1g. Let c1  E0(e1; mb), let c2  E0(e2; mb), and let c3 be c.

5. Fake the NIZK proof � using the simulator S.

6. Sign with s to make signature sig.

7. Run A on input (c1; c2; c3; � ; sig). Again, whenever A asks for a decryption, we check the

signature and proof, and decrypt using d1. Whenever A asksfor an encryption, we create one

as above. Eventually A outputs an answer b0. Output b0.

The proof that R0 works is simple. If R0 picks b = � then A outputs b with probabilit y 1=2 + � .

If R0 picks b 6= � then A seesinput type I I and so it outputs b with probabilit y x = 1=2 � � + � 0

where � 0 is (positively or negatively) negligible. Thus in either case,we output � with probabilit y

at least 1=2 + � � j� 0=2j.

Lemma 10 S enjoys plaintext awareness.

Pro of. There are two cases.In this �rst case,supposethat X = RU. We needan extractor ERU

such that ERU will accurately predict the output of the receiver's decryption algorithm. Let ERU be

the algorithm that simply returns ? . If this ERU is not correct a non-negligible proportion of the

time, then the adversary has a non-negligible probabilit y of forging a signature. Becausethe digital

signature schemeis secureagainst the chosen-plaintext attack, this is a contradiction.

Let us show this formally. Supposethat for someadversary, the extractor ERU is incorrect with

a polynomial probabilit y. Then with that same polynomial probabilit y, the adversary produces

something that doesnot decrypt to ? :

9 adversary A; 9 PPT ally L; 9 polynomial q; for in�nitely many �

Pr[ (er ; dr )  G(1� );

eX  OUTX;RA
RA (er ; �j1� ; �) ;

h H � A;

c  AL0
dRU

( � ) ;D( � ;dr ;� ) (eX; er ) :

D(c;dr ; eX) 6= ? given that c 62Lc ) ] � 1
q( � )

We use A and L to construct an adversary A0 that will violate the security of the signature scheme

(Gsig ; Ssig ; Vsig ). This new adversary A0 works as follows:

� On input 1� and v, A0 will pick (e1; d1)  G0(1� ), (e2; d2)  G0(1� ), (e3; d3)  G0(1� ), �  

f 0; 1gf ( � ) . It giveseRU = (e3; v) and er = (e1; e2; � ) to A.
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� If A makes a call to D(�; dr ; �) with c0 and e0
s , A0 will decrypt as usual. That is, it checks the

signature component in c0 with the veri�cation key in e0 and the proof component of c0 against

the referencestring in dr . It then decrypts with d1 and returns the result.

� If A makesa call to L0
s(�), then A0 simulates L on the history of A (which it is also simulating).

It then takesthe resulting (m; e0
r ) and createsthe return value c0 as thus:

{ It encrypts m in e3 from es. It also encrypts m in the e0
1 and e0

2 from e0
r .

{ It proves, relative to the referencestring � 0 from e0
s, that all three of these ciphertexts

contain the sameplaintext.

{ It then sendsthe three ciphertexts and the proof to the signing oracle Ssig (s; �) to get a

signature.

The three ciphertexts, proof, and signature from the oracle are jointly returned to A0.

� When A returns a ciphertext (c1; c2; c3; � ; sig), return (c1; c2; c3; � ) as the messagem and sig

as the signature.

Supposethat D((c1; c2; c3; � ; sig); dr = ((e1; e2; � ); d1; d2); eRU = (e3; v)) returns anything other than

? . Then it must be that Vsig ((c1; c2; c3; � ); sig; v) = 1. Furthermore, we know that (c1; c2; c3; � ; sig)

cannot be a ciphertext returned by the ally. Thus, either (c1; c2; c3; � ) is not a messagesent to the

signature oracle, or it was but sig is not the signature that it returned for that message.However,

we know that every messagehas a unique signature. Hence, it must be that (c1; c2; c3; � ) was not

signedby the signing oracle, and the adversary has created a new message(c1; c2; c3; � ) and a valid

signature sig for it. Thus, if ERU does not predict the receiver's output (except for a negligible

fraction of the time) then A0 violates the security of the digital signature scheme.

In the other case,X = A, and the adversary registeredeA. Then the simulator EA is as follows:

� On input (h; (c1; c2; c3; � ; sig); er = (e1; e2; � ); eA = (e3; v)), we use h to rewind the adversary

to the point where A engagesin key registration with RA. This key-registration processis

the execution of a zero-knowledgeproof of knowledgefor the private key. Hence,there exists

an extractor E for the proof system that will be able to extract the public keys given oracle

accessto the (possibly malicious) prover A. By assumption, A is able to register its public key,

so we run the extractor (with oracle accessto A, rewound to the registration step) to extract

d = (d3; v), the secretkey associated with eA.

� We then verify the signature sig and verify the proof � ; if either are invalid, we output ? .

� Otherwise, we used3 to decrypt c3 and give the result as the answer.
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From the extractibilit y property of the proof system,d must bea secretkey relativeto e. However,

we need to show that the decryption under d will always be the sameas the decryption under dr .

If the signature sig or the proof � in c fails to verify, then certainly we are correct to output ? .

If both verify, however, we need to show that (except with negligible probabilit y) that c1; c2; and

c3 all encrypt the same message. However, this is the same as showing that the proof system is

non-malleable even when the adversary has accessto a polynomial number of valid proofs, which

is our assumption. Hence, if the proof � veri�es then all three ciphertexts will contain the same

plaintext. By decrypting c3 with d3 we will produce the sameplaintext as the decryption algorithm

would by decrypting c1 with d1.
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Chapter 4

Di�e-Hellman Key Exchange in

the Dolev-Y ao mo del

In this chapter, we intro duce consider the extension of the Dolev-Yao model to include the Di�e-

Hellman key-agreement scheme. This widely-used schemerelies upon properties of a commutativ e

algebra and, as opposedto the basic Dolev-Yao algebra, requires non-freenessof terms.

We intro ducean extensionof the Dolev-Yao algebrathat allows protocol designersto expressthe

Di�e-Hellman schemeaspart of their protocols. This extensionallows the adversary to perform any

e�cien t computation on Di�e-Hellman values, and considersthe non-freenessthat they (and the

Di�e-Hellman scheme itself ) intro duce. We also formulate a formal version of the Di�e-Hellman

assumptionin the extendedDolev-Yaomodel that is targeted for the analysisof real-world protocols.

Lastly, we consider the computational soundnessof our extension. In particular, we intro duce

a computational interpretation of attacks in the Dolev-Yao model. We show that under this inter-

pretation, any Dolev-Yao attack that violates the formal version of the Di�e-Hellman assumption

maps to a computational algorithm that violates the computational Di�e-Hellman assumptionalso.

4.1 Overview

In the two previous sections,we have shown that it is possibleto ground a large part of the standard

Dolev-Yao model in the more concrete world of computational cryptography. Many popular real-

world protocolswill not be a�ected by this grounding, however, becausethey do not yet �t into the

Dolev-Yao model.

Consider the Transport Layer Security (TLS) [19] protocol. This widely-used key-exchange

protocol does not use public-key encryption at all, but requires symmetric encryption, hashing,

digital signatures, and the Di�e-Hellman key-exchange scheme. At its most distilled form, this
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protocol is a seriesof four messagesbetweena client (C ) and server (S)1:

1. C � ! S : C

2. S � ! C : S [gx ]K S

3. C � ! S : [gy ]K C
fjT1 C SjgK 0

4. S � ! C : fjT2 C SjgK 0

where

� T1, T2 are �xed tags to distinguish the third messagefrom the fourth,

� [M ]K X
is the messageM together with a signature that can be veri�ed using the veri�cation

key K X ,

� fjM jgK 0 is the messageM encrypted with the symmetric key K 0,

� g is a generator for somegroup G,

� x, y are randomly chosenelements of f 1; 2; : : : jGjg, and

� K 0 is a symmetric key created by hashing the value gxy .

The �rst three of theseoperations|symmetric encryption, digital signatures,and hashing|are not

totally foreign to the Dolev-Yao model. Like public-key encryption, they are general de�nitions

that can be satis�ed by a variety of implementations. It is reasonableto treat them as public-key

encryption was treated: represented by formal operations which allow the formal adversary only

limited abilities while also showing that the samelimitation applies to the computational adversary.

We anticipate that there will soon appear an analysis, like that of Chapter 2, demonstrating

computational soundnessfor these three operations, and hence do not focus on them here. (We

will require a strong security condition on hashing later in this chapter, however.) Computational

soundnessfor the Di�e-Hellman scheme,on the other hand, seemsto be tric ker:

� Firstly , it is not obvious which is the best way to even represent the Di�e-Hellman scheme

in the Dolev-Yao model. The Dolev-Yao model assumesthat the algebra is free, and one

can conceive of encoding operations that preserve this freeness. The Di�e-Hellman scheme,

on the other hand, requires non-freeness:the correct operation of the scheme requires that

(gx )y = (gy )x . Giventhis, it is not obvioushow to capture the non-freegroup and its operations

in the (traditionally) free Dolev-Yao algebra.2

1The full TLS proto col is much more elaborate, primarily to ensure robustness and compatibilit y. It actually
has two basic forms, one based on Di�e-Hellman and one based on public-k ey encryption. We show here only the
security-relevant messagesof the Di�e-Hellman version.

2There are approaches to Di�e-Hellman in formal cryptograph y which do not use the Dolev-Y ao model and which
use non-free cryptosystems. SeeLynch[40] for an example.
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� Also, it is not clearwhat powersthe Dolev-Yaoadversaryhaswith respect to the Di�e-Hellman

scheme. Somecandidate abilities spring quickly to mind:

{ Just as it can always create fresh noncesand keys, the Dolev-Yao adversary should be

able to create fresh Di�e-Hellman values.

{ Since the Di�e-Hellman schemerequires the honest participants to calculate the group

operation (and exponentiation) the adversary must be able to do so as well.

As reasonableas these two operations are, it is unreasonableto assumethat an adversary

would be limited to them|in either model.

There are many possible resolutions to these di�culties, and to chooseamong them one must

decidewhether to usethe Dolev-Yao model to �nd 
a ws or to generateproofs. If onewishesto �nd


a ws (but doesnot necessarilyneedcompletenessof the 
a w-�nding algorithm) then onecan simply

select any convenient representation and any convenient set of Dolev-Yao operations. If these are

chosencarefully, then automated 
a w-�nding algorithms can be applied to uncover any 
a ws from

a given class. (This is the approach taken in, for example, [56].)

We, however, take a di�eren t tactic in this chapter. We wish to use the Dolev-Yao model to

generatehigh-level proofs that remain valid in the computational model. To do this, we will take an

approach much like that in Chapter 2: we present a syntactic limitation on the Dolev-Yao adversary,

and prove that it correspondsto an analogousrestriction on the computational adversary. However,

we will now do this in the absenceof any obvious closure operation. To de�ne a new closure

operation for Di�e-Hellman would require that the adversary's powers be rigorously enumerated,

and as mentioned above, we do not know what this enumeration should be.

However the closureoperation in Chapters 1 and 2 was only an intermediate de�nition between

the assumptions of the Dolev-Yao model and the computational de�nition of chosen-ciphertext

security. Such an intermediate step is not strictly necessary. Our intent in the present chapter is

to disregard this intermediate step and connect the Dolev-Yao model directly to the Di�e-Hellman

assumption. With this decided,our resolution to the two di�culties above becomesclear.

The Di�e-Hellman assumptions stipulate that given computation is beyond the reach of any

reasonableadversary, and sothere is no needto decideon explicit powersfor the Dolev-Yaoadversary.

If we represent the Di�e-Hellman assumption properly, then it will remain sound even if we allow

the Dolev-Yao adversary to perform e�cien t computations. This is exactly what we will do: rather

than limit the adversary to somearti�cial set, we allow it to perform any e�cien t calculation.3

We develop our approach in several parts. First, we expand the Dolev-Yao model to incorporate

the Di�e-Hellman key-exchangescheme. This expansionitself takesmultiple steps:

3As an added bene�t, this ensures that our results will remain valid even if the adversary is limited in order to aid
the discovery of 
a ws.
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� First, the algebra A is itself expanded. We add operations for symmetric encryption, sig-

natures, and hashing. Becausewe later allow the adversary to perform arbitrary e�cien t

computations, we will also include a new symbol to represent each such calculation. However,

we insist that the Dolev-Yao algebra remain free. As mentioned above, we cannot continue

to assumenon-freenesswhen we add arbitrary computation. Furthermore, the Di�e-Hellman

scheme requires non-freenessto even operate. However, both of these statements refer to

non-freenessin the computational setting. Thus, we can continue to assumefreenessin the

Dolev-Yao setting and non-freenessin the computational setting. We reconcilethe freenessor

lack thereof of the two setting when we show how attacks in the formal world map to attacks

(or algorithms) in the computational one.

� We perform this reconciliation when we revise the notion of a valid trace. Our new de�nition

serves two purposes: �rst, it makes explicit the internal operations of the adversary (which

Assumption 3 hid behind the closure operation). Second, it captures the realities of the

computational non-freeness.That is, a valid trace can now usetwo di�eren t Dolev-Yao terms

interchangeably, so long as they have the samecomputational interpretation.

We note that as a result valid Dolev-Yao traces are now de�ned (in part) in terms of the

underlying bit-string representation|a departure from the encoding algorithm of Section 1.3.

Given the expandedDolev-Yao model, it is almost trivial to de�ne the Dolev-Yao representation of

the Di�e-Hellman assumption. The Dolev-Yaomodel, after all, is an alternativ emodel of executions.

There is a natural mapping from Dolev-Yao traces to computational algorithms. Given this, there

is a similarly natural way to characterize traces that \solve" the Di�e-Hellman problem and to give

a syntactic security condition (Property DH, de�nition 40) that prohibits them. We show this, and

that tracesthat violate condition DH map to algorithms that solve the computational Di�e-Hellman

problem|no matter which cryptographic algorithms are chosento implement the mapping.

This, however, is not enough. Dolev-Yao protocols are not a priori required to be e�cien tly

computable. Hence, traces over infeasible protocols may not map to e�cien t algorithms. Such

algorithms that solve the Di�e-Hellman problem do not necessarilyviolate the Di�e-Hellman as-

sumption. It is legitimate for traces to violate condition DH if the honestparticipants inadvertently

aid the adversary in doing so.

We resolve this di�cult y by imposinge�ciency upon the protocols. In particular, we de�ne what

it meansfor a protocol to be \silent" (De�nition 41), a natural and purely syntactic condition on

protocols. A silent protocol is one where honest participants will never usea secret Di�e-Hellman

value as a messageor a plaintext, but only as key material. One the one hand, this condition is

natural enoughto capture a large classof real-world protocols such as TLS and SSH. On the other

hand, this condition allows us to usesecurity properties of the computational algorithms to restrict
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the honestparticipants. In particular, we show that tracesof silent tracesmap to e�cien t algorithms

if hashing can be implemented with our friend, the random oracle.

Thus, a trace that violates security condition DH maps to an algorithm that solves Di�e-

Hellman. Furthermore, a trace over a silent protocol can be mapped, via the random oracle, to

an e�cien t algorithm. Hence, the main result of this work that under the random oracle and

computational Di�e-Hellman assumptions, there can be no trace over a silent protocol that also

violates condition DH. Thus, it is computationally soundto useand assumeproperty DH. (See[32]

for an example.)

The use of the random oracle here is analogousto its use in Theorem 1. That is, it is used to

show that a connection between the Dolev-Yao and computational models can be made. Just as

Chapters 2 and 3 remove the random oracle in the caseof the standard Dolev-Yao model, we expect

future work to remove the random oracle from this chapter as well. In fact, we will mention some

possibleapproachesto this in Chapter 5.

The rest of this chapter is asfollows. First, wequickly review the Di�e-Hellman assumptiongiven

in Chapter 1.4, and present a weaker form that will be useful for our present purposes(Section 4.2).

We then extend the Dolev-Yao model to include the Di�e-Hellman schemeby �rst expanding the

algebra (Section 4.3.1) and then by expanding the notion of valid traces (Section 4.3.2).

We then de�ne the security condition DH and the notion of silent protocols. We �rst \deriv e"

these de�nitions informally (Section 4.4). We then give the mapping from valid Dolev-Yao traces

to algorithms (Section 4.5) and the �rst of our primary results: a proof that a trace that violates

condition DH maps to an algorithm that solvesDi�e-Hellman (Theorem 12). We then restrict our

attention to silent protocols (Section 4.6) and show that the random oracle allows us to e�cien tly

simulate their computational interpretations. Thus, tracesover silent protocolsthat violate condition

DH map to algorithms that solve Di�e-Hellman e�cien tly (Theorem 11).

4.2 The Di�e-Hellman Problem

In this section, we review the Di�e-Hellman key-agreement scheme that was intro duced in Sec-

tion 1.4. All participants of this schememust agreeon a family f g� ; G� g� (where each G� is a cyclic

group generatedby g� ) which is �xed and indexed by the security parameter. When the security

parameter � is clear from context, we will refer to G� and g� as simply G and g. It is assumedthat

every element of G� can be represented with a number of bits polynomial in � .

Two entities A and B can usethis family to agreeon a secretrandom value in the following way:

� A value of the security parameter � is chosenvia someexternal mechanism.4

4 In practice, this is either �xed in a standards document or negotiated via a preliminary round of communication.
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� A choosesa random element x 2 f 1 : : : jG� jg and sendsto B the value gx , and

� B choosesa random element y 2 f 1 : : : jG� jg and sendsto A the value gy .

The random value upon which they have agreedis gxy , which both can calculate:

� A can calculate gxy from x and gy via (gy )x = gxy and

� B can calculate gxy from y and gx via (gx )y = gxy :

We will call the values gx and gy the base Di�e-Hellman values, and call gxy the Di�e-Hellman

secret.

Note that the schemeprovides no authentication. Although A can be sure that the secretvalue

gxy is known only to A herself and the entit y that generatedy, A cannot tell who that entit y is.

Authentication and identi�cation must be ensuredby someother mechanism.

The schemeis, however, assumedto provide secrecyin the sensethat no agent other than A and

B should be able to learn the value gxy . This notion can be formalized in two di�eren t ways. The

stronger formalization is the decisional Di�e-Hellman assumption, which is given in Section 1.4.

Brie
y , this assumption states that no e�cien t adversary can distinguish the actual Di�e-Hellman

key from a random group element:

De�nition 30 The decisionalDi�e-Hellman assumption for a group family f g� ; G� g� is:

8 PPT algorithms A; jExp 1(� ) � Exp 2(� )j � neg(� )

where
Exp 1(� ) = Pr[ x; y  f 1; 2; : : : ; jG� jg ;

b  A(1� ; G� ; g� ; gx
� ; gy

� ; gxy
� ) :

b = 1 ]

Exp 2(� ) = Pr[ x; y; z  f 1; 2; : : : ; jG� jg ;

b  A(1� ; G� ; g� ; gx
� ; gy

� ; gz
� ) :

b = 1 ]

This is the form we will assumefor this chapter. However, we will also usethe original weaker form

known as the computational Di�e-Hellman assumption, which simply requires that the adversary

be unable to produce gxy from only gx and gy :

De�nition 31 The computational Di�e-Hellman problem over for a group family f G� g� to produce

gx y from input gx and gy . The computational Di�e-Hellman assumption is that the computational
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Di�e-Hel lman problemis hard if x and y are chosenrandomly:

8 PPT algorithms A:

Pr[ x; y  f 1; 2; : : : ; jG� jg ;

h  A(1� ; G� ; g� ; gx
� ; gy

� ) :

h = gxy
� ] � neg(� )

Note that the decisional form of the assumption implies the computational one, and thus is the

one usually assumed. We, however, will use the computational Di�e-Hellman assumption in this

chapter. To do so, we �rst need to extend the Dolev-Yao algebra to the point that the assumption

can be even expressed.

4.3 Extending the Dolev-Y ao Mo del

In incorporate Di�e-Hellman into the Dolev-Yao model, we expand the Dolev-Yao model in two

ways: we enlarge the algebra, and we reconsider the joint de�nition of the adversary and trace

validit y.

4.3.1 Extending the Algebra

We will extend and modify the algebra of Chapter 1 in three ways.

We add operators for symmetric encryption, signaturesand hashing. This is for two reasons:

1. We will later useproperties of the hash algorithm in an essential way.

2. One of our ultimate goalsis to enablethe analysisof popular protocolssuch asTLS and SSH,

and theseprotocols usethe above operations.

Signinga term is not assumedto hide the messagein any fashion. Hashinga term is assumedto result

in a key appropriate for symmetric encryption. We will assumethat keysfor asymmetric encryption,

symmetric encryption and signatures are mutually disjoint, and that symmetric encryption keys

created through hashing are disjoint from those created directly.

Next, we add an additional type D for Di�e-Hellman messages(i.e. group elements). We will use

d1, d2. . . as elements of D, and we assumethere exists an operation DH : D � D ! D to represent

the Di�e-Hellman operation. We denotethe rangeof DH by DD H . In the literature and in practice,

the notation gx is often usedas both a computational and formal variable and gxy used instead of

the admittedly cumbersomeDH (d1; d2). In contexts where the model is clear, this overloading of

notation presents no di�cult y. In this work, however, we are interested in the exact relationship

betweenthe formal and computational models, and will usenotation to distinguish the two. Thus,
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we will use the notation d1, d2 and DH (d1; d2) only for the formal model, and the notation gx , gy

and gxy only for the computational one.

Lastly, we will want (in the next section) to capture the possiblebehaviors of the adversary. As

mentioned above, we will allow the adversary to perform any e�cien t computation, which requires

us to de�ne what we mean by this.

De�nition 32 A function f : N ! R is noticeable if there exists a polynomial q such that f (� ) �
1

q( � ) for all su�ciently large � .

For our purposes,computation can be performed e�cien tly if there is a machine with a noticeable

probabilit y of performing it.

De�nition 33 A function f : f 0; 1g� ! f 0; 1g� is e�cien t or e�cien tly computable if there exists

a probabilistic Turing machine Mf so that Pr [Mf (x) = f (x)] is noticeable in jxj.

Sincewe will allow the adversary to perform any e�cien t computation, we will needa notation

to represent output so produced. Therefore, we add to the Dolev-Yao algebra a constructor for

each e�cien tly computable function. However, we will assumethat the adversary can only perform

thesecomputations on Di�e-Hellman valuesand only to produce Di�e-Hellman values. (We leave

consideration of the adversary's abilit y to produce values of other types to analyseslike that in

Chapter 2.)

To combine and formalize thesemodi�cations:

De�nition 34 The set of terms A is (now) assumed to be freely generated from four disjoint sets:

� T � A , which contains predictable texts,

� R � A , which contains unpredictable random values,

� K � A , which contains keys, and

� D � A , which contains Di�e-Hel lman values.

The set of keys(K) is divided into �ve disjoint sets:

� encryption keys(KP ub ),

� decryption keys(KP r iv )

� signature keys(KSig ),

� veri�c ation keys(KVer ), and

� keysfor symmetric encryption (KSym ).
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We assumea mapping inv which maps one member of a key pair to the other, and a symmetric key

to itself. Compound terms are built by the operations:

� hash: A ! KSym , representinghashinginto keys. We wil l denotethe rangeof hash by K hash .

� encrypt : (KSym [ KP ub ) � A ! A , which representsencryption.

� sig : KSig � A ! A , which representssigning a message.

� pair : A � A ! A , which representsconcatenation of terms.

� DH : D � D ! D, which representsthe Di�e-Hel lman operation. (As mentioned previously,

we denote the rangeof DH by DD H .)

� The operator Ff : D � ! D for each e�ciently-c omputable f , where D is the set of �nite

sequences from D. Note that although f is a function from bit-strings to bit-strings, we are

here using it as a function from D-sequences to D.

We will write sig(K ; M ) as [M ]K . We also note that a previous de�nition of \ingredient" still

applies:

De�nition 15 If M , N are two elementsof A , then M is an ingredient of M 0, written M v N , if

the parse tree of M is a sub-tree of the parse tree of N .

That is, the ingredients of a messageM are those which must have been used in its creation. In

particular, this implies that the valuesd1 and d2 are ingredients of DH (d1; d2), aswell as ingredients

of Ff (d1; d2). Also, M is an ingredient of hash(M ).

We will also needa slight variation on this intuition [63] to denote those messageswhich could

possibly be learned from M :

De�nition 35 We say that M is a subterm of N , written M � N , if:

� M = N , or

� if N = N 0N 00, then M � N 0 or M � N 00,

� if N = fjN 0jgK , then M � N 0,

� if N = [N 0]K , then M � N 0,

� if N = DH (d1; d2), then M � d1 or M � d2,

� if N = FF (d1; d2; : : : ; dn ), then there exists a di so that M � di .
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In particular, it is conceivable that one can learn gx from gxy (if, for example,y is chosento be 1).

Hence, d1 can possibly be learned from DH (d1; d2) and d1 � DH (d1; d2). Likewise, the function

f might be invertible, and so di � FF (d1; d2; : : : dn ) for each di . Note, however, that K is not a

subterm of fjM jgK or [M ]K (unless K is also a subterm of M ). This is becauseit is impossibleto

learn a key from a symmetric encryption. Further, all public keys are already known and so it is

meaninglessto speak of \learning" them from an encryption or signature.

4.3.2 Traces and the Adv ersary

In this chapter, as in Chapter 1, the adversary and the set of valid traces are de�ned in terms of

each other. One can think of a valid trace as one in which the adversary performs only the allowed

actions, or an adversary as an entit y that can non-deterministically choosebetweenvalid traces. In

this chapter, however, we will not useany closureoperation to compactly represent the adversary's

powers. Hence,the connection betweenthe adversary and trace will be a little more direct.

We �rst list the powers which we assumethe adversary possesses.The adversary can:

� make any predictable text,

� say any key it knows, whether in KA dv , KP ub or KVer ,

� encrypt any messageit knows with any encryption or symmetric key that it knows

� decrypt an encryption given that it knows the decryption key,

� sign any messageit knows with any signature key it knows,

� extract the \plain text" from any signature,

� hash any value it knows,

� make fresh random values, which we represent by allowing it to produce whatever it wants

from a distinguished set R A dv � R ,

� generatenew Di�e-Hellman values,which we represent by distinguishing the set DP � D and

allowing the adversary to produce any value in that set. (We assumethat DP and DD H are

disjoint.)

� perform the Di�e-Hellman operation, given that it knows one of the appropriate exponents.

That is, if it knows d1 and created d2 (that is, d2 2 DP ) it can generateDH (d1; d2).

� for every e�cien tly computable function f , weallow the adversaryto generateF f (d1; d2; : : : dn )

if it knows d1, d2, . . . dn .
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We note that although the Dolev-Yao algebra is free, two terms (such as Ff (d1; d2; : : : dn ) and

Ff 0(d0
1; d0

2; : : : d0
n )) may represent the same \real" value. We will need to handle this possibility

when we de�ne valid traces, and so need to formalize this notion. This, in turn, requires us to

extend the encoding operation to Di�e-Hellman additions to the Dolev-Yao algebra

De�nition 36 (Extended encoding) Let � 2 N be the security parameter. Let t 2 f 0; 1g! be a

random tape, partitioned into a length-� segment for each element of R, K and D. Let f g� ; G� g�

be a family of cyclic groups. Then for any M 2 D, M of the form DH (d1; d2), or M of the form

M = Ff (d1; d2; : : : dn ), the encoding of M , written [[M ]]t� , is de�ned recursively:

� If M 2 D, then [[M ]]t� = hgx ; \DH value"i where g is the generator for G� and the randomness

of � M is used to generate an x uniformly from f 1; 2; : : : jGjg. (Note: since each element

of G is assumed to have a � -bit representation, there is more than enough randomnessto

in � M to generate the required uniform distribution.) � M is being interpreted as the binary

representation of a natural number.)

� If M = DH (d1; d2) then [[d1]]t� is hgx ; \DH valuei for somegx 2 G� and [[d2]]t� is hgy ; \DH valuei

for somegy 2 G� . Then [[DH (d1; d2)]]t� = hgxy ; \dh value"i . We note that calculating gxy from

gx and gy may not be e�ciently computable,but delaydiscussionof this issueuntil Section 4.6.

� If M = Ff (d1; d2; : : : dn ), then [[M ]]t� is the mapping from distributions to distributions given by
D

f ([[d1]]t� ; [[d2]]t� ; : : : [[dn ]]t� ); \DH value"
E

.

Note that the encoding [[Ff (d1; d2; : : : dn )]]t� is given in terms of f and not Mf . Hence,the distribution

of [[Ff (d1; d2; : : : dn )]]t� will be a �xed value if the same is true for each [[di ]]
t
� . This di�ers from

[[fjM jgK ]]t� which may be a non-trivial distribution for all valuesof [[M ]]t� and [[K ]]t� are. This is because

the encrypting algorithm may be probabilistic, and hencethere may be many valid ciphertexts for

any given plaintext/k ey pairs. Therefore, there are many valid encodings of fjM jgK , even for M

and K that have unique representations. However, f is de�ned to be a function, and so the value

f ([[d1]]t� ; [[d2]]t� ; : : : [[dn ]]t� ) will only be as probabilistic as the individual [[di ]]
t
� .

Now that we know what Dolev-Yao values represent, we can formalize their proper usage. In

previous chapters, a Dolev-Yao trace was an alternating sequenceof adversary queries and the

responsesof honest parties. A valid trace was one in which each adversary query was derivable

from the trace's previous messagesof via a �nite number of atomic operations|represen ted by

the application of a single closure operation. Although this representation is compact, it hides the

internal operation of the adversary. This internal reasoningof the adversary will be convenient for

our purposes,and so we will usean alternate, equivalent, representation that makes this reasoning

explicit. In this alternate representation, each adversary query must be derivable from previous

messagesvia a single atomic operation, but the adversary is allowed to apply any �nite number of

them betweenparticipant responses.
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We require that the de�nition of valid traces also handle the inherent non-freenessof the adver-

sary's arbitrary computations. In particular, we will allow the adversary to apply the function f

to values d1, d2, . . . dn but produce a Dolev-Yao messageM other than Ff (d1; d2; : : : dn ). We will

require, however, that the Dolev-Yao messageM represent merely another way of performing the

samecalculation.

De�nition 37 A valid explicit Dolev-Yao trace for a group family f q� ; G� g� is an alternating se-

quence:

R0 Q1 R1 Q2 R2 : : : Qn � 1 Rn � 1 Qn Rn

such that:

� Each Ri is a responsefrom an honestparticipant, and is of the form hn1; n2; : : : nj ; M i i . Each

M i 2 A is a messagefrom the algebra and n1, n2,. . . n j are the indices of previouselementsof

the sequence which were received or sent by that participant. (The �rst actions of a participant

wil l contain no indicies.)

� Each Qi = hQi; 1; Qi; 2; Qi; 3; : : : Qi;j i is a sequence of adversary operations, where Qi;k has one

of the following forms:

{ h\new text" ; M i where M 2 T ,

{ h\new nonce"; M i where M 2 R A dv ,

{ h\new DH value"; M i where M 2 DP ,

{ h\encryption key"; M i where M 2 KP ub ,

{ h\decryption key"; M i where M 2 KP r iv \ KA dv ,

{ h\signatur e key"; M i where M 2 KSig ,

{ h\veri�c ation key"; M i where M 2 KVer \ KA dv ,

{ h\symmetric key"; M i where M 2 KSym \ KA dv ,

{ h\c oncatenation" ; n1; n2; M i where M = M 1 M 2 and M 1 (resp. M 2) is the messageof the

sequence (or sub-sequence) element indexed by n1 (resp. n2),

{ h\separation-left" ; n1; M i where M 0 is the messageof the sequence or subsequence element

indexed by n1 and M 0 = M M 00 for someM 00,

{ h\separation-right" ; n1; M i where M 0 is the messageof the sequence or subsequence ele-

ment indexed by n1 and M 0 = M 00M for someM 00,

{ h\encryption" ; n1; n2; M i where M = fjM 0jgK and M 0 (resp K ) is the messagein the

sequence or subsequence element indexed by n1 (resp. n2), and K 2 KP ub [ KSym ,
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{ h\decryption" ; n1; n2; M i where M 0 = fjM jgK for someK 2 KP ub [ KSym and M 0 (resp.

K � 1) is the messagein the sequence (or subsequence) element indexed by n1 (respn2),

{ h\signing" ; n1; n2; M i where M = [M 0]K for someK 2 KVer and M 0 (resp. K � 1) is the

messagein the sequence (or subsequence) element indexed by n1 (respn2),

{ h\messagefrom sig"; n1; M i where M 0 = [M ]K for someK 2 KVer and M 0 is the message

in the sequence or subsequence element indexed by n1,

{ h\hashing" ; n1; M i where M 2 hash(M 0) and M 0 is the messageof the sequence (or

sub-sequence) element indexed by n1, or

{ h\ knownD H 00; n1; n2; M i where M = DH d1; d2, n1 references a node with messaged1,

and n2 references a node previous in the trace of the form h\new DH value"; M i ,

{ h\function " ; n1; n2; : : : ni ; f ; M i where

� M is an elementof D,

� each M i , the messageof node n i , is an element of D,

� f is the description of a PPT-computablefunction, and

� For all tape  f 0; 1g� , [[Ff (M 1; M 2; : : : M i )]]
t
� = [[M ]]t� .

In keepingwith notation from other frameworks in formal cryptography [63, 62], we will denote by

\no de" the sequenceelements of honest participants and the elements of adversary sub-sequences.

We will call the last component of a node its \message."

It will soon be convenient to de�ne the �rst point in a trace that useselements from a set S:

De�nition 38 A set S arisesat a node n of a trace i� n is the �rst node of the trace with a message

in the set I = f M 0 : 9M 2 S such that M v M 0g.

That is, a set arisesat the �rst node whosemessagehas, as an ingredient, elements of the set. Such

nodes are important becausethey indicate the genesisof certain elements. The node on which a

random nonce arises, for example, indicates the point at which it was randomly selectedand thus

the entit y that 
ipp ed the neededcoins.

We will also require an analogousde�nition (originally from [63]) for the subterm relation:

De�nition 39 A set S originates at a node n of a trace i� n is the �rst node of the trace with a

messagein the set I = f M 0 : 9M 2 S such that M � M 0g.

We also speak of a single messageM arising or originating at a node n, by which we actually mean

the set f M g.

hence,an origination point for a value v is the �rst place at which v could be learned or said by

the adversary. The concept of origination points is usually used in the negative, meaning that we

very often wish to prove that certain valuesdo not originate at all. Note that the adversary is able
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to \say" (put in the trace) anything that it can deduce. Hence,one provesthat a value v is secret

by showing that no trace can contain that value. More speci�cally , if one can show that there is

no point on which v originates, then there is no node which has that value as a subterm. (If there

is at least one node with v as a subterm, then there must be a �rst instance, which would be an

origination point.) Thus, to prove the non-origination of v is the Dolev-Yao way to prove secrecyof

that value.

4.4 The Securit y Prop ert y DH and Conserv ativ e Proto cols

In this section,wewill de�ne a condition on traceswhich represents the computational Di�e-Hellman

assumption, and a condition on protocols which makesthem e�cien t to execute.

The computational Di�e-Hellman assumptionis relatively easyto embed in the expandedDolev-

Yao model. Informally , the computational Di�e-Hellman assumption states that if gx and gy are

chosenby honest participants, then the adversary has only negligible probabilit y of computing gxy .

In keepingwith Section 4.3.1, we represent gx by d1 and gy by d2. We represent the fact that they

are chosenby honestparticipants by having them ariseon participant nodes. The messageDH d1; d2

represents gxy . We ignore negligible probabilities, and represent adversary computation via traces.

Hence,the computational Di�e-Hellman assumption can be represented as:

De�nition 40 (Securit y Prop ert y DH) Supposethat T is a valid, explicit Dolev-Yao trace over

a protocol. The trace T satis�es condition DH if, for all da and db 2 D, wheneverda and db arise

on participant nodes in T , then DH (da ; db) does not originate on an adversary node in T .

That is, if da and db arise on honest nodes, meaning that they are chosenby honest participants,

then DH (d1; d2) doesnot originate at all, meaning that in particular it is secretfrom the adversary.

This condition easily represents the inabilit y of the adversary to solve the computational Di�e-

Hellman problem on its own. Suppose a trace violates this condition but contains no non-trivial

participant nodes. That is, assumethat the trace contains only two participant nodes, R1 = hd1 i

and R2 = hd2 i , and that all other nodesin the trace are adversarial. Each adversarynode represents

one calculation, and each such calculation can be performed e�cien tly . The terms d1, d2, and

DH (d1; d2) represent gx , gy , and gxy respectively, and so the trace represents an algorithm that

takesin gx and gy from the participants and outputs gxy at the node containing DH (d1; d2). Note,

also, all of this is independent of the exact cryptographic algorithms. Hence, if the Di�e-Hellman

problem is hard, then there exists no trace that violates condition DH|whic h doesnot alsocontain

participant actions.

But what about traces that do involve participants? For thesetraces, condition DH may be too

strong. There is no restriction on the actions of participants, after all, and so there is no prohibition

against the protocol (for example):
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On input d1 and d2, output Ff (DH (d1; d2))

where f is someeasily invertible permutation on the underlying group. Although DH (d1; d2) does

not syntactically originate from this adversary, the protocol enablesthe adversary to compute it (by

calculating f � 1. A trace involving this protocol could violate condition DH, but the adversary does

not actually violate the Di�e-Hellman assumption. There is no reasonto assumethat the Di�e-

Hellman problem remains hard if the adversary has accessto oracles (participan ts) that perform

intractable calculations. Hence,there is no a priori reasonthat condition DH must hold for traces

over arbitrary protocols.

Therefore, we restrict our attention to those protocols that do not provide assistanceto the

adversary. In general,this meansthat protocolsmust be simulatable. If the (computational) adver-

sary can simulate the execution of the protocol, then honest participants give no assistanceto the

adversary. Any help they could give would be already available.

Rather than to consider all simulatable protocols, which may not be easy to characterize syn-

tactically , we instead consider only a sub-class. There are many classesfrom which to choose;we

chooseours basedon such protocolsasTLS and SSH.Theseprotocolssharea natural but important

condition: participants do not \say" the key gxy , but only hash it into key material.

De�nition 41 (Silence) We say that a protocol is silent with respect to Di�e-Hel lman if no ele-

ment of DD H originates on a participant node.

Here, we do mean \originate" and not \arise." The de�nition allows elements of DD H to arise on

participant nodes so long as they do not originate there. That is, a protocol is silent with respect

to Di�e-Hellman if, whenever DH (d1; d2) arises, it has been hashed into a symmetric key. This

property is purely syntactic and easyto verify. It alsoallows us to prevent, in the following way, the

honest participants from solving the computational Di�e-Hellman problem for the adversary.

In the next section,we are going to give a mapping from tracesto algorithms. We will then show

that a trace T which violates condition DH must map to an algorithm that solvesthe computational

Di�e-Hellman problem. Interestingly enough,this result is independent of the exact computational

algorithms used in the encoding operator [[�]]t� . Thus, T actually maps to an in�nite number of

algorithms|one for each choiceof computational algorithms|and each oneof them must solve the

computational Di�e-Hellman problem.

Thesealgorithms do not necessarilyviolate the computational Di�e-Hellman assumption, since

the honest participants may not be e�cien t. Thus, even if they compute the Di�e-Hellman secret

for the Dolev-Yao adversary, the running time of the joint system (participan ts and adversary) will

still be larger than polynomial. If a protocol is silent, however, then we can prevent the honest

participants from aiding the adversary in any way.

If a protocol is silent, then participants can only useDH (d1; d2) as an ingredient of a symmetric
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key. This meansthat DH (d1; d2) must be hashedbefore it is used, and this gives us a chance to

prevent it from being \leaked" to the computational adversary. If the computational hash algo-

rithm completely hides the pre-image, as the random oracle will, then the behavior of the honest

participant will be completely independent of the value gxy . By using the random oracleas the hash

algorithm, we can map the trace T to an algorithm where the (bounded) adversary must still solve

the computational Di�e-Hellman problem even though it receives no aid from the (unbounded)

participants.

More formally:

Theorem 11 Supposethat T is a valid, explicit Dolev-Yao trace (for f g� ; G� g� ) over a silent pro-

tocol that violates condition DH. Then the existence of random oracles implies the falsehood of the

computational Di�e-Hel lman assumption for f g� ; G� g� .

We have used this theorem with great successto analyze real-world protocols. (See [32] for an

analysisof TLS.) Here, however, we focus not on its usagebut upon its computational justi�cation,

which we develop in the next two sections.

4.5 A Mapping from Traces to Algorithms

In this section, we provide two things:

1. A natural mapping from tracesto computational algorithms that usesarbitrary computational

sub-algorithms, and

2. A proof that for any such choice of algorithms, a trace which violates condition DH maps to

an algorithm that solvesthe computational Di�e-Hellman problem.

The mapping will use the encoding operator [[�]]t� in an essential way, so we must extend this

operator to the remaining operations of the extendedDolev-Yao algebra:

De�nition 42 (Extended encoding, I I) Let � 2 N be the security parameter. Let t 2 f 0; 1g!

be a random tape, partitioned into a length-� segment for each element of R, K, and D. Let

(G; E; D) be an asymmetric encryption scheme,(Gsym; Esym; Dsym) be a symmetric encryption scheme,

(Gsig ; Ssig ; Vsig ) be a digital signature scheme,and H be a hash scheme. Let f g� ; G� g� be a family

of cyclic groups. Then for any M 2 A, the encoding of M , written [[M ]]t� , is de�ned recursively:

� If M 2 D, M is of the form DH (d1; d2), or M is of the form Ff (d1; d2; : : : dn ), then [[M ]]t� is

as in De�nition 36.

� If M 2 R, M 2 KP ub , M 2 KP r iv , M 2 M , M is of the form M 1 M 2, or M is of the form

fjM 0jgK for someK 2 KP ub , then [[M ]]t� is as de�ned in De�nition 5.
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� If M = hash(M 0), then [[M ]]t� is the mapping from pairs of distributions to distributions given

by
D

Gsym

�
1� ; H

�
[[M 0]]t�

��
; \symkey"

E
. Note that the hash output is used as randomnessto

generate a symmetric key.

� If (M ; M � 1) is a signature/veri�c ation key pair, then [[M ]]t� = hs; \sigkey" i and
��
M � 1

�� t
� =

hv; \verkey" i where (s; v) is the output of Gsig (1� ; � M ).

� If M = [M 0]K is an encryption, then [[M ]]t� is the mapping from pairs of distributions to

distributions given by
D

[[M 0]]t� ; Ssig

�
[[M 0]]t� ; [[K ]]t�

�
; \sig"

E

� If M 2 KSym is a symmetric key, then [[M ]]t� = hk; \symkey" i where k is the output of

Gsym(1� ; � M ).

� If M = fjM 0jgK is a symmetric encryption (meaning that K 2 KSym ) then [[M ]]t� is the mapping

from pairs of distributions to distributions given by
D

E
�

[[M 0]]t� ; [[K ]]t�
�

; \symenc"
E

A word about how the mapping from traces to algorithms will proceed: The resulting algorithm

will calculate (and store in a table) a value for each node and ingredient thereof in the trace. Very

often, but not always, the value for a messageM will be drawn from [[M ]]t� . The mapping itself

assumesno properties about the cryptographic sub-algorithms, meaningwe are free to choosethese

sub-algorithms arbitrarily .

De�nition 43 Let (G; E; D) be an asymmetric encryption scheme,(Gsym; Esym; Dsym) be a symmetric

encryption scheme, (Gsig ; Ssig ; Vsig ) be a digital signature scheme,and H be a hash scheme. Let

f G� g� be a family of cyclic groups. Let T be a trace over A . Then AT (1� ) is the following algorithm:

� First, a table T is created to map elementsof A to bit-strings.At the beginning of the execution,

this table is empty.

� A tape t is randomly selected from f 0; 1g� .

� Each node in the trace is then replaced with a bit-string value, starting with the �rst node and

working forward. Let node n havemessageM . The exact manner in which a string is chosen

for n dependson n's type:

� Supposethat n is of the form h\function " ; n1; n2; : : : ni ; f ; M i . Then:

{ f is a PPT-computablefunction, and

{ By inductive hypothesis, a value vn j has already been chosenfor each node n j .

The value vn for n is chosenby running Mf (vn 1 ; vn 2 ; : : : vn i ) and returning the output. Addi-

tional ly, this is the value for T(M ) (i.e., stored in the table T for messageM ) if no value is

already present there.
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� If n (containing messageM ) is any other kind of node, then there are two cases:

{ If T (M ) exists, then vn is given the value of TM .

{ If T (M ) is not assigned (meaning that M is not in the table T) then a value vn  [[M ]]t�

is generated. Since the [[�]]t� operator is de�ned recursively on the parse tree of M , the

ingredients of M are drawn from or stored in the table T during this processas well.

The above algorithm converts each node of the trace T into a bit-string. We now de�ne what it

meansfor it to have performed the conversion correctly:

De�nition 44 Let T be a trace and AT be the algorithm derived from T as per De�nition 43. Then

an execution of AT is \c orrect" if, given that t is the tape selected at the beginning of the execution

and T is the table at the end, T(M ) 2 [[M ]]t� for all M with entries in T .

Theorem 12 If T is a valid, explicit Dolev-Yao trace, then Pr [AT (� ) computescorrectly ] is noti-

cable.

Pro of. The only part of the algorithm what would store a value in T(M ) which is not in the support

of [[M ]]t� is that which processes\function" nodes. Let n be a node of the form

h\function" ; n1; n2; : : : ni ; f ; M i :

Then by induction, each n j is a previous node with messageM j , and the probabilit y

vn j 2 supp [[M j ]]t� �
1

qj (� )

for somepolynomial qj and su�cien tly large � .

The value vn is found by running Mf on v1, v2,. . . vn . By assumption

Pr [Mf (vn 1 ; vn 2 ; : : : vn i ) = f (vn 1 ; vn 2 ; : : : vn i )] �
1

q(� )

for somepolynomial q and all su�cien tly large � . But notice that the distribution

f ([[M 1]]t� ; [[M 2]]t� ; : : : [[M i ]]
t
� ) =

hh
Ff ([[M 1]]t� ; [[M 2]]t� ; : : : [[M i ]]

t
� )

ii t

�
:

Thus

Pr
�
f (vn 1 ; vn 2 ; : : : vn i ) 2 supp

hh
Ff ([[M 1]]t� ; [[M 2]]t� ; : : : [[M i ]]

t
� )

ii t

�

�
�

iY

j =1

Pr
h
vn j 2 supp [[M j ]]t�

i

�
iY

j =1

1
qj (� )
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and

Pr
�
a  Mf (vn 1 ; vn 2 : : : vn i ) : a 2 supp

hh
Ff ([[M 1]]t� ; [[M 2]]t� ; : : : [[M i ]]

t
� )

ii t

�

�
�

1
q(� )

iY

j =1

1
qj (� )

:

However, we know from the de�nition of valid traces that
hh

Ff ([[M 1]]t� ; [[M 2]]t� ; : : : [[M i ]]
t
� )

ii t

�
= [[M ]]t� .

Furthermore, the value T(M ) stored in the table is drawn from Mf (vn 1 ; vn 2 ; : : : vn i ). Thus

Pr
h
t  f 0; 1g! : T (M ) 2 supp [[M ]]t�

i
�

1
q(� )

iY

j =1

1
qj (� )

for someall su�cien tly large � .

Furthermore, a trace has only a constant number of \function" nodes, so the probabilit y the

algorithm calculatesand storesthe correct value for each remainsnoticeableover the entire execution

of the algorithm.

Corollary 13 SupposeAT correctly executes, and let T be the table at the end of the execution. For

all d1, d2 2 D, if T (d1) = gx and T(d2) = gy , then T(DH (d1; d2)) = gxy .

Pro of. If the algorithm correctly executes,then T(M ) 2 supp [[M ]]t
� . Thus if T (d1) contains gx ,

then [[d1]]t� = gx with probabilit y 1 (where t is the tape chosenby AT . Similarly, [[(]]t� d2) � gy with

probabilit y 1. Hence, [[DH (d1; d2)]]t� = gxy with probabilit y 1, and T(DH (d1; d2)) will contain gxy .

Hence,if a trace usesDH (d1; d2) at any point, then the algorithm can be usedto solve the Di�e-

Hellman problem. Notice that the cryptographic algorithms are not usedexcept to convert messages

to bit-strings, so AT will work no matter how they are chosen. However, the algorithm AT may not

be computable in PPT. As described, it requires that the computational Di�e-Hellman problem be

solved for each term DH (d1; d2) in the trace that doesn't arise on an f -node. In particular, if the

trace contains an instance of DH (d1; d2) that ariseson a participant node, the resulting algorithm

may be forced to solve the computational Di�e-Hellman problem. In the next section, we discussa

way around this di�cult y.

4.6 Hashing and the Random Oracle

Assumethat there existsa trace over a silent protocol which violates security property DH . As shown

in the previous section, this trace maps to an algorithm that solves the Di�e-Hellman problem no

matter how the computational cryptographic algorithms are chosen for the encoding operation.

However, the resulting algorithm may not be e�cien t. In particular, the algorithm assignsthe

value gxy to the formal term DH (d1; d2) (when it also assignsgx to d1 and gy to d2). This may
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require the algorithm to solve the computational Di�e-Hellman problem directly|an operation we

are explicitly assumingto be ine�cien t.

However, all adversary nodesare e�cien tly computable; the algorithm would only needto solve

Di�e-Hellman when calculating the valueson participant nodes. Furthermore, we now assumethat

all of the participant nodesare silent, and henceDi�e-Hellman valuesare only usedon participant

nodes to make symmetric keys. Since we assumethat making a key from a Di�e-Hellman value

involveshashing it �rst, we can usethis to avoid an infeasiblecomputation.

The central idea is that, if the output of the hashing algorithm is completely independent of the

input, then the honest participants can provide no aid to the adversary. More formally, the honest

participants can be simulated by simply choosingrandom valuesfor the hashalgorithm to output|

thus avoiding the need to calculate the pre-image, which might include the secret Di�e-Hellman

value. For simplicit y, we use the strongest possiblehash algorithm: the random oracle. (We will

later discussthe possibility of weaker constructions.)

Theorem 11 Supposethat T is a valid, explicit Dolev-Yao trace (for f g� ; G� g� ) over a silent pro-

tocol that violates condition DH. Then the existence of random oracles implies the falsehood of the

computational Di�e-Hel lman assumption for f g� ; G� g� .

Pro of. By assumption, T is over a silent protocol and violates security property DH. Then:

� d1 and d2 arise only on participant nodesin T ,

� DH (d1; d2) doesnot originate on a participant node, but

� DH (d1; d2) originates in T :

Let n be the node on which DH (d1; d2) originates. Note that n must be an adversary node. By

inspecting the form of adversary nodes,we seethat the messageof n must be DH (d1; d2) itself. (If

the messagecontained DH (d1; d2) as a subterm, then DH (d1; d2) must be an subterm of a previous

node and n would origination at n.)

Let T jn be the set of all nodesin T which are beforen. We construct an adversary A that breaks

the computational Di�e-Hellman assumption in the following way: A(1� ; g; gx ; gy ) simulates AT j n ,

with the following important exceptions:

1. Instead of the table T being empty at initialization, it contains an entry mapping d1 to gx and

an entry mapping d2 to gy .

2. When AT j n calculates a value for DH (da ; db), it seemsto need to solve the Di�e-Hellman

problem in order to do so. However, we can avoid this calculation by consideringthe kinds of

nodeswhich would causeAT j n to calculate a value for DH (da ; db).
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� It could be a f node, in which caseA simulates Mf as AT j n would.

� It could be an adversarynode of the form h\ knownD H 00; n1; n2; DH (d1; d2)i . In this case,

however, d2 2 DP , and so the exponent of gy = T(d2) can be found on the segment of

tape t assignedto d2.

� If could be a participant node, in which casewe know that DH (da ; db) is not a subterm

of the node in question. (If it were, then it would have originated there.) Let the node in

question contain messageM . Since it is an ingredient but not a subterm of M , we can

seethat DH (da ; db) v hash(N ) v M by examination of the term structure. Therefore,

we only needto calculate a Di�e-Hellman value to hash it into a symmetric key.

We employ a tric k: instead of calculating the hash, we store a random value instead.

That is, instead of calculating M normally, A choosesa random r of the proper length

for hash(N ) and storesit in the table T . It doesnot calculate a value for N or any of its

ingredients (including DH (da ; db)) as part of this calculation.

When �nished simulating AT j n , the adversary A selectsthe value gz calculated for the node n

and returns gz as its output.

What is the likelihood that the new algorithm A will output the correct value?

Let us revisit the original algorithm AT j n . We know from Theorem 12 that for somepolynomial

q and all su�cien tly large � :

Pr
�
AT j n (1� ) computesproperly

�
�

1
q(� )

:

Note that we can modify AT j n to take the values for d1 and d2 as inputs. In that case,running the

new algorithm on random inputs is exactly the sameas running it before the modi�cations:

Pr[ x; y  f 1; 2; : : : ; jG� jg :

AT j n (1� ; gx ; gy ) computesproperly ] � 1
q( � )

We can also modify AT j n to output gz , where hgz ; \DH value"i is the value computed for node n.

Due to Corollary 13:

Pr[ x; y  f 1; 2; : : : ; jG� jg ;

gz  AT j n (1� ; g; gx ; gy ) :

gxy = gz ] � 1
q( � )

That is, the original algorithm AT j n can calculate the Di�e-Hellman value gxy with somepolynomial

probabilit y. But we are running A, not AT j n . Will the new algorithm have the sameadvantage? A

usesrandom valuesfor hashing,while the original algorithm AT j n calculatesthe valuesby application

of the hash algorithm for AT j n . However, we can choosethe hash algorithm arbitrarily , and so we
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can choosethe random oracle. In this case,the hash valuesare random, and so this A has exactly

the sameprobabilit y of successas AT j n .

In other words, supposethat the random oracle exists. If there exists a valid, explicit Dolev-Yao

trace over a silent protocol that violates the security property DH of De�nition 40, the computational

Di�e-Hellman assumptionis falseover the group family in question. Conversely, if the Di�e-Hellman

problem is hard over the group and the random oracle is assumed,then there can be no silent and

conservative trace which violates the security condition DH.
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Chapter 5

Related and Future Work

5.1 Computational Soundness for the Dolev-Y ao Mo del

The �rst connection betweenthe Dolev-Yao and the computational models was establishedin work

by Abadi and Rogaway ( [3, 4], and continued in [2] and [45, 46]) which served as a great sourceof

inspiration for this work. In particular, theseauthors derived and implemented the symmetric-key

version of Theorem 3. Our indistinguishabilit y property is derived for the public-key encryption

setting, and is both stronger than theirs in some places and weaker than theirs in others. More

importantly , however, we go on to useour indistinguishabilit y property to achieve non-malleability.

The relationship betweenindistinguishabilit y and non-malleability dependson the setting (see[7]

for an examination of this issue). In purely computational de�nitions of encryption security, for

example, non-malleability always implies indistinguishabilit y, but the converseis not always true.

The results of this paper, interestingly, are exactly the opposite. We show that indistinguishabilit y

(Theorem 3) implies non-malleability (De�nitions 10 and 12) in the Dolev-Yao setting. This serves

as strong evidencethat non-malleability implies indistinguishabilit y, but the question is still open.

Another two related research e�orts in this areaare thoseof Backes,P�tzmann and Waidner [6],

and Micciancio and Warinschi [47]. In general, theseinvestigations represent protocol executionsin

two di�eren t ways: a \real" setting and an \ideal" setting. In the \real" setting, the execution of a

protocol is represented asthe communication of Turing machinesthat usecomputational encryption

to create bit-string messages.The two lines of research di�er in their representation of the \ideal"

setting. Backeset al. usea `database'that storesall messagesand tracks which onesare known by

whom. This databaseallows the adversary to accessonly thosemessagesit would be able to deduce

in the Dolev-Yaoparadigm. Micciancio and Warinschi, on the other hand, represent the ideal setting

directly as symbolic execution in the Dolev-Yao model. The main results of both e�orts state that

any behavior that an honestparticipant can seein the \real" setting could alsobe seenin the \ideal"

88



setting. Hence,a proof of security in the \ideal" setting will serve as a proof in the \real" setting

(modulo negligible probabilities).

Theseworks are extremely compelling. However, they focus attention onto the behavior of the

adversary as a whole. That is, they regard the adversary's behavior as an unknowable mystery

which cannot be broken into component parts. We, on the other hand, regard the behavior of the

adversary as a seriesof messagecreations, and leveragea statement about a single creation into a

statement about the adversary's behavior as a whole.

A lesssimilar approach to the sameproblem is a recent e�ort to incorporate polynomial-time

indistinguishabilit y into processalgebras[36, 37, 42, 48, 49]. Processalgebrasintro ducegrammarsfor

processesthat typically encompassa large number of higher-level programming constructs. They

also intro duce a number of algebraic rewrite and cancellation laws that allow one to prove two

processesequivalent, that their observable behaviors are equivalent, or that the observable behavior

of one processis a subset of the observable behavior of another. In this framework, one can prove

a given processto be \safe" by showing that its observable behavior is the sameas, or a subsetof,

the observable behavior of an idealized \sp eci�cation" process.

This ideahasrecently beenexpandedto include newtypesof \equivalent" behavior. In particular,

the de�nitions of both processand observable behavior have beenexpandedto include probabilistic

behavior. This allows the de�nition of \observationally equivalent" to mean \indistinguishable

to any polynomial-time environment or distinguisher." This approach does not provide the tools

necessaryto prove an original indistinguishabilit y result, but it does allow one to prove that some

given indistinguishabilit y result follows from another one. Furthermore, this derivation uses the

high-level rewrite and cancellation rules of the algebra rather than direct reductions.

5.2 Plain text-Aw are Encryption

Plaintext-awareness(the random-oracleform) wasoriginally intro ducedasan intermediate de�nition

in the chosen-ciphertext security proof of an asymmetric encryption scheme [10]. However, it was

later shown to be strictly stronger than chosen-ciphertextsecurity [7]. This samework also showed

that plaintext-awarenessimplied chosen-ciphertextsecurity. It further re�ned the original de�nition

in much the sameway that the ally oracle re�nes ours: by incorporating the adversary's accessto

externally-generatedciphertexts.

There have beenprevious e�orts to remove the random-oracleassumption from the de�nition of

plaintext-awareness[51]. However, theseapply only to speci�c encryption schemes,and are not as

strong as the original de�nition. We are, as far we know, the only work to proposesuch a radical

rede�nition of plaintext awareness.
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5.3 Di�e-Hellman and the Dolev-Y ao Mo del

We believe this to be the �rst e�ort to use the computational model to incorporate Di�e-Hellman

into the formal model. Previous work on protocols that useDi�e-Hellman [56, 40] have assumeda

strictly formal adversary. That is, they assumean adversary with an explicitly enumerated set of

operations. Although the sets of operations chosenin theseworks include someappropriate to the

Di�e-Hellman scheme,they do not considerthe possibility of arbitrary e�cien t computations. Our

work, on the other hand, assumesonly what can be justi�ed in terms of computational cryptography.

Hence,proofs in our framework will be asstrong as the Di�e-Hellman assumption. (Note, however,

our work is not as widely applicable as that in [56]: we cannot yet consider common group-keying

protocols, for example.)

However, our approach currently usesthe random oracle. Of course,our original results on the

standard Dolev-Yao model used the random oracle as well. We believe that the random oracle

plays the samerole in both instances: a technical simpli�cation that bridges somepurely computa-

tional di�culties. In the caseof our original Dolev-Yao work, the random oracle (via the original

de�nition of plaintext-awareness)allowed us to prove that computational soundnessfor Dolev-Yao

non-malleability existed. This, in turn, allowed us to �nd a more sophisticated soundnessthat did

not use the random oracle. Similarly, now that we have demonstrated one version of soundnessfor

the Dolev-Yao Di�e-Hellman, we anticipate future work that remove the random oracle.

In particular, the random oracle was used here to make the hash of a secret independent of

the secret itself. The fact that it is a secret being hashed indicates that the same result could

be accomplishedwith a weaker construction. In particular, a pseudo-randomfunction might work

instead, although a chicken-and-eggproblem could result if the seedfor this function needsto be

secret and independent. Another possibility is to extract the (limited) amount of computational

entropy guaranteed by the computational Di�e-Hellman assumption. (See[13] for a discussionof

entropy under this assumption. Seealso [23] for a study of a very similar problem.)

We trust that future work will examinethis issue,and will be able to remove the random oracle

from our results.
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App endix A

Index of notation

A.1 The standard Dolev-Y ao mo del

We usethe following notation for setsand operations in the setting of formal cryptography:

A ! B : M Entit y A sends the messageM , addressedto B . (No guarantee that it
reachesB .)

M , N Arbitrary elements of A
fjM jgK MessageM encrypted using key K .
K � 1 Function that maps an asymmetric key the other of the pair, and a sym-

metric key to itself
M N The concatenation of messagesM and N
A The formal algebra of terms
T The set of plaintexts
M The set of names
R The set of nonces
K The set of keys
KP ub The set of public keys
KP r iv The set of private keys
C[S] The closureof set S
R A dv Nonceschosenby the adversary
KA dv Private keys chosenadversary
R n R A dv Nonceswhosevaluesare picked randomly by honest participants
KSubv Keys of principals subverted by the adversary after their keys have been

chosen
K A The public key of entit y A
pattern pk (M ; T) The public-key pattern of M Given the set of keysT.
TM The type tree of M
M v N M is an ingredient of M
M � N M is a subterm of M
T A Dolev-Yao trace
n A node
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A.2 Computational sets and operations

We usethe following notation for setsand operations in the setting of computational cryptography:

� Security parameter
f � neg(� ) The function f is negligible in the security parameter
D �

�= D 0
� Distribution families D � and D 0

� are computationally indistinguishable
D �

�= O D 0
� Distribution families D � and D 0

� are computationally indistinguishable
with respect to oracle O

N The natural numbers
x  D x is drawn from the distribution D . (If D is a set, x is drawn uniformly

from D.)
Pr [a1; a2; : : : : p] The probabilit y that predicate p is true after experiments a1, a2. . .
G The key generation algorithm for public-key encryption
E The encryption algorithm for public-key encryption
D The decryption algorithm for public-key encryption
Gsym, Esym, Dsym The key generation, encryption and decryption algorithms (respec-

tiv ely) for symmetric encryption
Gsig , Ssig , Vsig Signaturekey generation,signatureand veri�cation algorithms (respec-

tiv ely)
H The hash evaluation algorithm
e A computational encryption key
d A computational decryption key
s A computational signature key
v A computational veri�cation key
k A computational symmetric key
c A computational ciphertext
sig A signature
Parameter The set of security parameters(t ypically N )
Coins The set of random tapes(coin 
ips)
PublicKey The set of possiblepublic keys
PrivateKey The set of possibleprivate keys
Ciphertext The set of possibleencryptions
Plaintext The set of possibleplaintexts
String f 0; 1g� , the set of �nite bit strings
A The adversary
D1

�= D2 Distributions D1 and D2 are computationally indistinguishable
P The prover of an interactive proof system
V The veri�er of an interactive proof system
S The simulator
� The referencestring for a NIZK
E The extractor
O An oracle
N P The complexity class
PPT The complexity class
suppD The support of probabilit y distribution D
TRANSA;B (x; rA jy; rB ) Transcript of protocol betweenA and B
VIEWA;B

A (x; rA jy; rB ) View of A during protocol with B
OUTA;B

A (x; rA jy; rB ) Output of A after protocol with B
G, G� Group over which Di�e-Hellman exchangeis performed
g Generator of Di�e-Hellman group
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A.3 Expansions to the Dolev-Y ao mo del

A � The �nite version of the A
R � The �nite version of R
KP ub � The �nite version of KP ub

KP r iv � The �nite version of KP r iv

[M ]K MessageM with a signature veri�able with key K .
D Set of formal Di�e-Hellman values
DH Formal Di�e-Hellman operation
DD H Set of Di�e-Hellman valueswhich result from the Di�e-Hellman operation

(range of DH )
DP Set of formal Di�e-Hellman values generatedby the adversary (subset of

D)
hash Hash operation
Ff Dolev-Yao operator to represent function f
KSig The set of signing keys
KVer The set of veri�cation keys
KSym The set of symmetric keys

A.4 Sets and operations used to connect formal and compu-

tational settings

We use the following notation for sets and operations used to bridge and connect the formal and

computational settings:

[[M ]]t� The distribution of M , induced by running the Convert algorithm on
M

� Function from formal name to bit-strings
t The tape usedto generateatomic terms
t () Function from expressionsto tags
vis� (� ) String � is visible in string �
vn Value given to node in algorithm AT

T Table of algorithm AT

Mf Machine to evaluate function f

A.5 Mathematics

x  D x is drawn from distribution D
x  S x is drawn uniformly from distribution D
8 s.l. � For all su�cien tly large � (9� 0 s. t. 8� � � 0)
jxj Bit-length of x

A.6 Plain text-Aw areness

h H � A Extract current history from A
RU Registration user
RA Registration authorit y
L Ally oracle
s Private input for ally
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